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A Practical Security Handbook for Activists and Canpaigns (v 2.5)

This guide is dedicated to all those who have éiiedreedom. Many have been honoured; many, mamerhave no one to
recall their sacrifice. It does not take much to @dero, just to stand up in the face of injustisdien the odds are
overwhelming, and stand firm for what you beliemeliet them not have died in vain.

“The price of freedom is eternal vigilance”
Wendell Phillips or Thomas Jefferson

Disclaimer: everything in this handbook is for infation purposes only. Please do not use it tordahéng illegal, but
protect your right to protest and change the wiwitda better place. We cannot take responsibibtyybur actions, though we
say that you should be as active as possible.
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1. Introduction

This booklet is an introduction to Security foriantand activists. Its purpose is to provide yothvthe information you need
to take action and to campaign. Our desire is ybatlearn from this book and are empowered to tdikect action and/or
campaign effectively despite state oppression.

The authors are activists who have been takingidaetion and campaigning on a variety of issuesaftot of years. In that
time they have encountered the state and variopsngmts on a number of different levels and sudsieetell the tale (for the
most part). It is a summation of our experiencthenhope that it helps you avoid some of our missak

Much of the material in this booklet is common serEhere is a lot of information contained here ibwhould be fairly
obvious for the most part. You will not need allipfbut our hope is that you find the informatittndeal with any situation
you are in or planning for. In places we have beditile repetitious so that each chapter is ablstand on its own.

The approach we recommend is to work out what cfottireat you feel you are facing and learn acewigi If you do not
need to worry about stuff because you are not@dtiva particular direction, then do not stressuaffolt is better to be clear
about what you are doing than trying to be evenghi

If you have new information or we have made missaken pleas

1.1 Why security is important

Security is important as we live in a world whepseiting the status quo to change the world fob#teer is generally met by
a backlash. Governments, law enforcement agennsa@rporations all have vested interests in crtizing, disrupting and
suppressing activist groups of all persuasionsugds needed to ensure our continued successal¥éehave a basic right to
protect your privacy and anonymity from unwarrantgdision.

For those who say that we shouldn’t have anythingide or should make a principled stand on it,| we live in a world

where democracy is subverted daily and the peopilegdt the most are those in power. As long asegoments and their
supporting apparatus permit corruption throughrtbkeised and secretive natures then we need tomdsp kind for our own
protection.

Threats do not just come from the state. Therestwations were media organisations with their @genda will attempt to
target campaign groups. Private investigators aéssdl to be factored in as threats. Both have disigsues which also need
to be dealt with to ensure your message succeggfets to the public without being intercepted isrupted.

1.2 What is security?

Everybody has their own ideas of what securityaisd indeed security is a very individual issue.f@#nt people have
different needs, and no one solution fits all. Wivatks for someone else may not work for you. Hosvethere are certain
fundamentals that apply to all situations.

Security is gorocessthat protects you in some fashion, whether inrtlreup to, during or after the event(s) you areined
in. This means, that security is therefdoilitate the smooth operation of your action, campaign, &td help keep everyone
safe.

A common mistake is equating paranoia with secuRigranoia is often used as an excuse not to &lenahrough fear of
what can go wrong — normally by over-stating thengootence of opponents. In our experience parapeaple have little to
fear as they are too nervous to do anything thatldvactually put them at risk. Indeed, few evenéhagcurity measures put
in place. This sort of fear means you effectivedfedt yourself.

There is no such thing as a 100% fail-safe sys&erd,not doing actions because you cannot reacheteltof security is not
an excuse for copping out. There is always sontke aisd security processes help reduce that risintacceptable level. It is
up to you to define what the acceptable level sif is and how best you can deal with it. Sometig@sjust have to take a
chance.

Security is not a single thing; it ispgocessand astate of mindYou cannot put down and pick up security at whixar
security to be effective and worth the time anad®fput into it, it has to be built into your lifédeally, it becomes second
nature; that is, you automatically go through thecpsses that keep you secure. This creates a ehitiidg helps you avoid
errors of judgement you may regret later. Thereoajects and software that will aid your securiiyt simply having them is
not security in itself; they need to be are parmfactive security process. For example, thene igoint having a bug scanner
if you don’t use it on a regular basis. Likewisdi-airus software will not protect your computerless it updated regularly.

There are many levels to security, but it needsetduilt into your life/campaign/action right fratime start. Picking it up half
way through or after an action is generally toe.ldlence, when you start planning, think aboutsihgation and the threats
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that may arise, so you are incorporating featunas protect your security as you go along. It makexsecting yourself far
easier and means you are less likely to make neistak

The most important lesson when it comes to secigitlye equation:
Security = Time + Effort

You cannot get around this basic fact; every sgcumieasure will have some sort of impact on yofe, lincluding work.
Security requires you to be pro-active and to pateffort in. And you need to be prepared for.tBisce you have decided on
the appropriate security process, there is no rdomshortcuts. Shortcuts are gaping holes in yolan ghat end up
compromising you. Yes, there are times when yoyustetoo tired to encrypt all your sensitive filémit what is that one half
hour compared to the prison sentence which maytgwaishould you get raided the following morning?

Finally, if you are part of a group, security ist jusst about yourself, but about everyone you awlved with. Slackness on
your part means are you compromising them, anddmbave a responsibility to them. If you are makinigtakes which

allow your opponents to find out crucial and seéwsitlata on your colleagues then you are effegtibetraying them. Not a
comfortable thought, but an important one.

1.3 Setting up the ‘Security Process’

We noted above that security is a process to beiburom the start. The best approach is to deaidhat it is you want to
achieve, make plans and then identify the pointerestyou could be compromised. Once you have doise work out
security tactics to stop those potential compromfsgm becoming unacceptable risks.

As a simple example, writing an anonymous lettgiog don't want to leave fingerprints on it, so gecurity process is to
wear gloves when ever handling the paper and epgelou are not making yourself paranoid over et that they might

find your fingerprint on the letter so not writiriige letter in the first place, but you are settiga process which facilitates
your action of writing the letter securely.

Using gloves to write a letter is clumsy and awldvao slows the whole process; however if you dopubtn this extra time
and effort then it is possible the letter couldttzeed back to you, and depending on the contentauld mean you losing a
lot more time...

On a practical level for campaigners and activisisst security processes are essentially about aitingy the flow of
information about yourself and your plans, whetlectronic, personal data, paper trails or physeéence which connects
you to the action. Later we will discuss the spesibf what these can be and what to do about th€hen you understand
where there are potentially betraying informatieaks out, you arrange to have the security tecksiqmd processes to stem
that flow, or at least make it very difficult fdrto be traced.

A security process is either a course of actionagiechnique
adapted to your needs and situation.

Keep in mind that the state/corporations are righ@berful though it may appear so (they encourhgebelief themselves).
They are restricted by budgets and simple manpoaregven infighting. They also have poor understagndbout how
activist groups work, and just because one patheforganisation has a good picture of your setupccess to the latest
equipment, it does not mean that it is true ofrtss.

There are a number of groups that have managed tety active and sustained that level of actiityhe face of intense

pressure. They have achieved this by having sgcouitt into everything they do, possibly to a highevel of security than

actually needed. This has the advantage that iemakmuch harder for them to be penetrated, agchastakes which occur

do not have the drastic impact they could otherwl$eir level of security is not going to suit eyene; many campaigners
will not have the same sort of pressure and unjessare ready to deal with the sort of effort whacdtompanies it, it may not
aid you at all. It is better to find a level yoleatomfortable with and able to work with in tharive to be more secure than is
necessary so end up squandering your resourcescarity at the expense of being active.

Although it is better to overestimate than undéneste those we are taking on, do not fall intottla@ of believing their hype.
It is a common trick to send out disinformation abthe technological and resources at their didpdsee reality is a lot of
the hype fails to materialise or the techniqueseasily defeated. Another tactic is to make out thave infiltrators and
grasses when they don't. Bear all this in mind wivenking out your security needs; some of the ttsreall be real, but not
every one. At the end of the day, what is more irtgyd is what the state and others use on a pahdéeel in day-to-day
work and not so much the theoretical powers aviglabthem.

A common mistake activists make is to believe thhéen they are being investigated it is to catchmttier a crime. This is

often not the case. People come under scrutinlgeastate, etc. like to build up pictures of whaétworking and friends with
whom. This is actually planning their behalf asnkans when something does happen they have begterf where to go
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looking. These information networks are vital teithintelligence and profiling, and the easily buwip through simple things
as who is phoning who.

Fortunately for us, their resources are rarely arpnfiore than cursory work unless a political dexiss made to focus on a
group in particular. The less you can show youdredaove the parapet and attract attention to ytiureebetter. An example
of this which we will cover later is all the photaghing at demos — they are not taking photos aftyat who you are talking
to or have travelled with.

Mistakes happen, even to experienced activistis. 4 fact of life, especially when doing actiongdenstressful situations.
This is why it is best not to do sensitive stuffemhtired. A mistake is not an excuse to down tdblgour security process is
set up right, it should be able to tolerate missa&ed work around them. This is not to say thatetlaee not some mistakes
that can completely jeopardise an action, but metyemistake is in this category, and you shou@gaise the difference.
If someone makes a mistake, let them know but dogét them as a pariah on the basis of one; the tb get concerned is
when mistakes are being made repetitively and séineyhot making an effort to learn from them, evémrewit is pointed out.

Finally, sit down and take time to plan your segunieeds and how they will impact on your life ayair activity. Besides a
willingness to take the time and effort to achige®d security, good planning is the other key fesatit goes a long way to

help you implement a secure system as well as atadeling and (more importantly) dealing with theksi and weaknesses
better.

As we have noted several times, security is theffadilitate your campaign or action. It is notemd in itself. So remember
not to loose sight of who you are. Plan your ségwaround your campaigning needs, integrating battd don't let your
security define what you do or who you are.



2. Security for Campaigns

The fact you are involved in a campaign which agnia change thsetatus quan some fashion means you are a threat to
someone in some fashion. There is no telling howr yipposition will react, and some do out of albbgortion to what it is
you are actually trying to do. Security for campsigs not just about protecting the campaigners fhr@rassment but also
protecting the campaign tactics and preventing seapaigns and disruption.

When thinking about the security processes you iregdiace for your campaign, draw up a list of thlleats that you may
face: state, private investigators, media, yourosfion, internal issues and what they can do aggiou. Often people tend to
focus just on the threat from a politically motiedtpolice, but these are not just the only riskink media exposes, etc.).
However, most of the techniques dealing with theous threats are complementary.

That the principle threat is often the state hasl lpeople to focus on the ‘criminal law’ side aihts; but this is only part of
the picture. Other tactics used against campaignsiail injunctions and disruption, and what fe¢ldsse is information about
internal structure and problems. If the oppositiam draw up a detailed picture of who does whatlewl each individual

relates to each other then it make it much easiettfe campaign to be infiltrated and disruptedsdreces will then be
directed at your mist vulnerable points and keyspenel, Disruption can either be anticipating yoampaigns tactics so
effectively countering them and undoing all yourchaork, or else causing splits within the groupcan also involve the
arrests of key activists, theft/damage of equipragict smear campaigns.

The ultimate goal is not necessarily to shut yowrdbut to make you ineffective.

2.1 Basic campaign security
Basic security is thinking about where you are ilegnformation. This is where you let out infortiwen about yourself to the
public, the media and to other activists, all oficthcan be used to build a picture about you.

Below are suggestions on what you can do as a dgmfmprotect yourself. Security is not just abpratecting your people
or information, but also the campaign’s reputatsnthat is also targeted. It is much harder to ptenyour message if you
have been successfully discredited or been preezmpt

As a campaign, you need to discuss security indécdted meeting and reach a consensus on it. Digtaécurity only breeds
an attitude whereby people not happy with the persaking the requests and end up not fully complyiith the demands.
All campaigners in the group need to understantttieze is a need for security measures even ¥f doenot have access to
all the information why. Open discussion helps gsirup issues, misunderstandings and also build. tReople who feel
included in the process are more likely to stickitte and no amount of formal polices will not ot you from fellow
campaigners feeling at odds with them.

It is also important to ensure new or temporarymatgers are also brought up too speed, beforestiaeyworking for you, not
half way through. Never be patronizing about séguexplain why it is needed — practical examplegags work well. Show
people that security can be part of the empowermertess and not just a meaningless chore thepeing forced to go
through. Cooperation is the keyword here.
Media Strategy
Bt is best to have an experienced person deditatbendling the media. They will have a better sehthe
call is genuine and will be better able to deahwitie tricks of an interviewer with an agenda whichy
catch out an inexperienced person or someone naveampaign.

[(llHave a pseudonym ready to use. You are not reqtirgive your own name. However, it is better to be
ready for this and prepare a name so it is onifheftyour tongue when the media ring up. If yoddenly
decide to use a false name then the chances ar@iyj@nd up stumbling over it, so sounding suspirs.
Use the false name for a while and then chandeii.a good idea to change both fist and secomdesa
otherwise you just end up being known by the psewip which defeats its purpose.

If asked where an old pseudonym has gone, sayhégtve left for another campaign, or out of thécaf.

Press releases can be treated the same way. Qossidéng disinformation by using false names and
positions.

SlBe ready for contentious issues. Watch out for @artpuestions in the middle of long interviews egibc
on the background of individuals or direct actiblm matter how fluffy you portray yourself as, joatists
will always dig for ‘juicier’ bits of informationBe prepared so you will not be caught out and gndaying
things you will regret later. You also come acrasseing professional.

SElIDo not meet press at your office or home — thermiseed for them to get a “feel” for your campaiigthis
fashion, as you actions and statements should dpe#kemselves.



AliBe wary of requests to meet other campaigners cislye“direct activists”; say you need to consulith
them first and will get back to them on that poimit don’t make promises. The media are interested
juicy story and you cannot trust their promisesaif reporting or of putting your side of the stofjo not
follow the media’s agenda — stick your own.

Al The media is a classic method of infiltration. tfuyare approached by a media organisation askmgdoe
than a straight forward interview, find out all yoan about them first. Check out their existence what
other projects they have been involved in, or getdetails of other people they have worked with.

fin one case, an activist was approached to beviaterin a film at home by some journalists who
gave good credentials. However, on ask around amdjdn investigation of the other they claimed
to have been involved in it was discovered thay tlvere right-wingers with a history of fitting up
activists.

flin a more extreme case, a film company approachshgaign wanting to do a documentary on
its activists. The campaign was naturally cageydawt the benefits of such a documentary. They
met a few times with the journalist, even allowfogthe fact that the he seemed to be conveniently
on the way elsewhere so him turning up in the tovinere the office was based did seem to check
out. An activist did agree to meet with him in Lamdwhere the journalist was based, getting as far
as the door to the Oxford Street building wheredhmpany was alleged to be based (and there was
indeed the correct company above the bell).

Suspicions were raised over the professionalismcanaera work of the journalist and contact was
severed politely. However, on checking it turned #iat no such company existed, or were there
any other media companies at that address, anépuwts in the journalists name came to light,
including searches in specialist publications.

Much of this could have been avoided by demandingendetails up front and checking them out,
not just going on the numbers or claims the joushgirovided. It probably would have ended
sooner if the activist in London had insisted otualty visiting the office itself instead of waitin
outside.

Note that suspicions were raised for other reasmsmentioned here, and this is not a tale for
suspecting all journalists. However, when dealinghwequests to meet ‘frontline activists’ or
meetings in your office it pays to do at leasttteliresearch.

O Your address- why make it easy to find you when you can getaBox. Not so well known is that anyone can ring
up the post office and find to whom it is registgrincluding addresses. A stronger, if more expansblution, is to
get a mail drop box. There are several firms whitfler such services and who will not give the imf@ation out
unless there is a warrant. The one we recommenthéolK is British Monomarks (www.britishmonomarts.uk)
who have a better reputation for protecting thastomers’ privacy and dealing with activist groupgeneral.

BIAnswering emails, letters and phone callss with the media, why use your real name. Lettard emails can all be
stored, and phone calls taped by those on the etigerthough in theory they should inform you.

hen answering the phone give the group name assepp you personal name.

If you are posting on newsgroups, writing lettes&; use a generic email account that is not trdeeab
anyone in particular, or else an account that givike name.

BlCreate a fake persona to go with the fake namease people ring up asking for them. However, litgist to
change the name every few months.

fEllideally, though it can get confusing, consider gsidifferent names for different functions, eg
merchandizing, webmasters, etc.

DO not give out the names of co-workers, rathegrréfem to by position/title.

[MON no account should you give out home or mobilenlmers of someone else without their express
permission. We would similarly advise you do themedor yourself.

If you are suspicious of a caller ask them for m@acompany, department and a number or email gouing them
back on. This will deal with most bogus callerset@nces you can use are
You are just a secretary so do not have accesstdanformation
The information is not to hand and you will havegtoto another room
The relevant person with the knowledge is not eutyearound.
sk them to put the questions in writing or in ana@l (also gives you address/email details which loa
used to confirm authenticity of the caller). Fewngs are that urgent that they cannot wait the fintakes
to do this, and on closer inspection most detadsnat the sort that are absolutely necessary jourmalists
story to be printed.



You can also search to check if they company isigenand that the number matches up. Some willadligt use
details from real companies to give authenticityich is why you should also ring the company svbtzdrd to
check that they are genuine employees — ask tatmugh to their office, as opposed to askimgight out if they
actually work there. One advantage here is thataiy give you a chance to listen to their voicersailchecking if
their voices do actually match up.

This also applies to dealing with media requestgphone calls from other activist organisationsnDbe offended if
someone doesn't trust you straight way over thenpheit is a basic and important security princifdewho is to
say you are actually who you claim to be.

Questions to be immediately wary of are those asfan organisational or structural details. Ofteisithe innocuous
details they are looking for, buried in among otlgelestions so you do not realise what they arer.aBecial

engineers who specialise in this sort of invesivgatvork never ask for the details they are intex@sn straight out
but work the conversation so that you volunteef itheir own accord. For example, they may assurfaetain their

question, appearing more knowledgeable than they s when answering the question you are inaduérte
confirming the fact, the real target of their inquiOne book worth reading to see practical exampfehow social

engineers and private investigators use innocuetslsl about the organisation to find more seresitnformation is

“The Art of Deceptidnby Kevin D Mitnick.

All this is irrelevant if your volunteers are ndsa briefed on organisation policy, so this is ayinportant point to
cover with themlt is a mistake to think that only certain or serpeople in an organisation are going to be thgeta
of social engineering attacks; rather junior/newpde are just as likely to be targeted as they nwyappreciate the
full value of the information they are giving oot,the same instinctive feeling for a suspect call.

If you take one point away from this subsectioisitf in doubt, verify and always ask for the full @&t of callers
you don’t recognize when they start asking questaiyout your organisation.

B Websitesare a mine of information for any investigator OIS search can track down who owns the website, b
you are able to register it to a PO Box and tofake contact names.

Information on the website can be used to buildampinitial impression on the nature and structufethe
organisation. The main risk here is people usirgyrtreal names and descriptions of roles. Howealsig consider
how what you put on it may be used in civil injunas where the level of acceptable evidence is nmwkr.

BEKeep files encryptedAs a very simple precaution any sensitive filesi yave should be kept encrypted on your
computer using PGP level encryption or disk endoypt

IlINeed to know.In some cases this should be the guiding prinajpadiow you work. Having meetings that define
overall strategies or set campaign guidelines ageaa idea, but when it comes to implementing Hatids to meet
that strategy, working on a need to know basisest,kespecially when there is a degree of covestteebe hand or
your opponents are regularly involved in dirty kdcagainst you. As a rule of thumb, the more coyeur actions
and decisions need to be then the more you shewdobking on a need to know basis.

This is probably one of the more contentious pooftsecurity and can be hard to get right, esplgcial cultures
which are quite open. Giving people a good undeditey why not every fact should be public is thetbgay of
dealing with this thorny problem in our experiendéere is some evidence that both extremes, fromptate
openness to an entirely covert nature, can worlgfoups in the face of heavy state oppressiongiffieulties come
with mixing the two and is outside the scope of thdoklet.

BMlinformation Management. This includes what is said in communications, titektended to deal with other
situations where information may be leaking oupeegally if not everyone visiting your office is mpletely
trustworthy.

ElllHave polices in place to manage any sensitive indétion you may have; this should include wheresit i
stored, who has access rights, rules on not leavihgng around (in particularly if is letters fno other
people), etc.

FlIDo you have backups in case it is all lost or stolith the backup stored off-site?

SlIDo you have a system ready in case you need tllgegnsitive information out of the office in arty?

DIOffice security.When you move into a new space, secure it. Chatigke locks if possible. Break-ins can and still

occur with a variety of purposes. Likewise you na&b to be aware of what sort of information chsigtor may
also be able to obtain from your office:



EMllTo plant listening/video devices — so scan regyland never say anything in an office you would se to
your opponents, including arranging meetings. I yave to make a sensitive phone call, do not fworit
near your house/office either as these are julkely to be bugged.

Ml To examine your papers — never leave stuff lyinguad, especially sensitive material that casuators
could see.

lObvious searches can be to create paranoia anéhfgaur group as well as to look for informatighyou
office has been visibly broken into keep this imailf your security measures are in place, thénshould
not be that effective from their point of view whigmomes to gathering information. Part of thegrdption
techniques is to steal or break important equipmeatkeep backups of material elsewhere and also
physically securing your computer equipment withiob, etc. If possible set up an equipment replacgm
fund.

Ideally you will only let people you know well knowhere your office is and have access to it. If youst let
relative strangers in, don't leave them by themess\Keep sensitive material out of sight, and padéfy encrypted
on your computer. Things to watch out for in parée are

SV embership lists

Slllinfo from confidential sources

SlCampaign tactics.

SllIPersonal stuff which point to your people’s homdradses, etc

SllIPhone bills

Sl Vinutes of meetings and up coming meetings writterwall calendars

Sl To Do’ lists

Locks we have been recommended as being genehnallpdst are ‘5 lever multistead deadlocks’. As waslidoors
you should also lock windows, or put an iron baroas them so people cannot squeeze through. Thee asta
professionals will have little problems with mogtks so it is important to ensure that securitysdoat simply stop
at the door.

2.2 Advanced campaign security
If you are under active surveillance, there areynaays they can gather info about you. Below araestechniques to adopt:

BEIBur your rubbish it is environmental to recycle, but it is noteaBy rubbish we mean all paper work, envelopes,
communications, printouts, etc and anything witindwriting or fingerprints on them — even old tomartridges.
Rubbish bins are a mine of information for the stigator.

When burning paper, do so until it is white anchtkeatter the ashes. One trick for burning stufhivst weather is to
create a small furnace out of a tin can. Put digités about 1cm up from the bottom of the can,ws&dfour nails in
alternative holes. Rest the lid of the can on thiésrand burn the paper in the can. To producestfahotter burn,
blow in the holes at the bottom.

Never trust this job to an outsider or temporarlumteers, and do it on a regular schedule.

DWPaper trails watch out for leaving paper trails when orderiymur literature & merchandise. If your literature
becomes a point of contention or you would ratheeinained anonymous in relation to your campaigork out
techniques that either stop them locating yourterimho can in turn point to you, or else keep ymunters at arms
length. That is, do not use your phones, persodliles or campaign addresses were possible. Catigirson and
pay in cash (which may get you discounts as wekstroy receipts as well where possible.

BElISourcesare a vital resource to most campaign, and a easy point to discredit you on if it can be showat tyou
let those details slip. Knowing who your sources ir valuable information your opponents would beéke to
have, so make sure it is kept very safe and migirassmuch direct contact with the campaign as plesdVlieetings
should be secure (see below) and use dedicatedandbi communication with them.

Be very careful of how you record them. Don'’t haieetings in your office or at any of your usual titgu Pick
anonymous places away from your office and homesn Biotes as soon as they are typed up (and eed)y@nd
stash dictaphone tapes elsewhere. When referrisguces use a codename and keep their real idsre# secret as
much as possible. Work on a need to know basisd&udiss their existence as little as possible. tDaiblish their
work without their consent first.

Remember, companies you are targeting can be eafyguaranoid about moles and infiltrators so yowmeed to
give your source some security training so theypoloimplicate themselves.



BMBack-ups of your information and material are vital to kegpur campaign alive. If you were to lose your
membership list or research for whatever reascridantal or maliciously, then it is potentially appling set back.
Keep this sort of information backed up and youwrkoap somewhere safe, such as the house of sométmneut a
direct connection with the campaign.

BETampering to detect signs of tampering, paint screws, lagtkswith a UV pen, which leaves a mark invisibkeept
under UV lights. If the markings are scratched tli@ndicates that they have been tampered witles€hmarkings
need to be checked periodically or there is notpairing this in the first place. Do it in a largeoss, marking the
surrounding material.

PIllAutonomous structuring No one person needs to know everything and liei that no one is put in this position
anyway. The more a group can split into autonongrosipings working independently of each other tetads. A
network can consistently come together and breakyawto small groups and still be very effectiveeréeived
leaders will become the focus of attention andnaoee likely to be taken out.

BEINew PeopleVolunteers, new campaigners and temporary stafféirpotential threats. This does not mean that yo
should automatically mistrust everyone who comes that is just as detrimental. Use common sendetrgrthem
out before letting them know too much. With a Hitlwught this can be done in a way that empoweemtwithout
making them feeling excluded. If they don’t needkhow sensitive details, then why tell them, ofeatst wait until
they have proved themselves sufficiently to teinth For example, do not give new people accedsetaniembership
list, keys or talk about inside sources.

When someone leaves, it is just as important tb wih the gap they leave behind. Delete computsoants, tidy
out desks and ensure that all responsibilities tredgt are covered or transferred. If in doubt resesurity measures
such as changing locks, etc.

DY our communicationsmay be tapped, and not just by the state. Doly'tasgthing on the phone, or in emails, faxes
or letters which could compromise you or anyone €lisis certainly not a good idea to discuss cagip#actics or
name people as carrying out specific responsidjtcertainly not real names anyway.

Be prepared to purchase mobiles that are only fecific tasks such as sources and do not use tberotlier
campaign purposes or ringing friends.

Tip: if they are going to bug your phone at the offizehome, the chances are they will also tap thenpHmxes
close you your home. Finding remoter phones magreying, but it will also make life a lot more fiifilt for
those monitoring you, but avoid favouring one.

2.3 Meetings (Open/Campaign meetings)
BEIf you are having a meeting gather up any sparedagleft lying around at the end.

BMIDepending on the venue and the political atmospliereay be worth booking them in the name of aaptiroup
that sounds ‘fluffier’, and does not arouse as nadpicion.

BEWhere contact lists are being passed around, etke sure they are not left lying around. The peisitiating such
a list has a responsibility for their fate. Sucttdiare a gold mine to investigators.

SMINot everyone making notes is a spy, but if it i$ oluplace check to see if they are using shorthasda journalist
would use. If there is a policy on this make stiie announced clearly at the start.

BEBe friendly with the owners of a meeting place #&agte your stories ready in case they get too csritiuyou are
inconsistent they will get suspicious.

DIlIFinding out who is attending meetings is just apartant as what is being said to those monitoriog, yas it allows
them to build up profiles on the people involvedhe group. So if you do not want to be visiblyasated with a
group this is something to bear in mind.

2.4 Meetings (High Security — for planning actionsetc)

BEDon't use a pub, especially ones commonly frequirtly other activists or which are likely to havee th

police/masons/your opponent’s workers drinkinghiam.

BESometimes cafes and pubs are the only practicalesefor a meeting.
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If this is the situation, keep an eye on the actiohthe other customers around you. If it is atingewith a source,
sit facing the door. Booths are not necessarilylbst place if you cannot see those sitting aropmd but it will
depend on the venue.

Watch for out of place clothes or behaviour, egamtially drinking the beer they've bought or naiperly paying
attention to what they appear to be focusing onaters are easily spotted, while professionalsivatleven look in
your direction. If in doubt, move to see if you azause a reaction.

Have a story ready in case someone does chanceyopomeeting. Even if that person is an activisiid referring
to the person you were meeting as a ‘good actjwstsomething else which would alert them thatrdaeson the pair
of you were together was anything other than innasu Having your lie ready means you do not slipougyour
mouth does not run away. Turn the conversation awaomething as soon as possible without beingotndous
about it (look for related topics and not ones clatgby different). Avoid fidgeting and rushing off.

BEVary the meeting places and times. Avoid doingsttme place twice or otherwise creating pattern.

DI you arrive at different times, do no hang arowvaiting to meet up outside before going in — itkemit obvious it
you are having a meeting.

BIEAvoid open spaces and parks in town centres. igall want a place where other people sitting ovinmin circles
would look out of place.

Pl The most secure way is to arrange a meeting isdid wf mouth (never over the phone/text/email)gsemble at a
point, and move on from there to somewhere sesuid) as the middle of a forest. This gives an dppdy for any
tails to be identified and lost.

Assembly points should not be railway stationsyiserstations or other places covered with CCTVaolhtan be
used to show that you gathered together.

Don’t over complicate things as that leads to niissta Initial meeting points should either be knawrthe various
parties or else easy to find.

Bt there are a number of you, have one of you d@oél see how far your voices carry. This is pattidy useful for
when you are in a public venue such as a pub, wjarenight not have complete control over visililit

DMIf your group has regular meetings, arranging tetmmmediately afterwards to discuss something nsereus is
not a good idea; it looks more obvious than you lkahink, and it is harder to shake off hangers \dery private
meetings should be kept separate, though the poigitings may be an opportunity to spread it byingiit on a
piece of paper (to be burnt afterwards).

JIlTurn off all phones and take the batteries out éaafore arriving at the meeting site. A cheap betgcdtor may pick
up if there are any transmissions (i.e. phone héiing made.

MlPunctuality is important; however if surveillansesipotted and the meeting is sensitive then do aitéad even to
warn the others as you may be letting those folhgwjou it is you are meeting.

BIFuture meetings should be planned at this meetipgssible, and not left until later. Preferably ttis by passing
around the details on paper.

DIlIEven at very secure meeting points, one shouldakié care. Very sensitive stuff can be writtewdas opposed to
spoken out loud. If you are using paper, first msikee you have a lighter to burn it when you amesfied, but before
you leave the meeting place.

Other materials you can use are etch-a-sketch foadsase of destroying the writing if disturbed;use rice paper
which can be eaten much more easily than ordinapep If you are stuck with having to eat ordinpaper, do it
piecemeal — putting too much at once in your mavithgive problems with swallowing it.

Directional and parabolic microphones are very ptuléhese days and are able to detect stuff ekevugh some
walls. However, there are limits to these tools Hnyu take sensible precautions, especially emghtting up of the
meeting, then these should be very low on youresadl fears (unless you are under some seriouslyyhea
surveillance). If they are a concern, then roomth wut windows are good, or cover windows with hedrapes to
muffle sounds. Add further problems by puttingeret speakers next to the window.
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IEWhen setting up meetings, depending on the dedreevertness and geographical distance of the peatpénding
then consider using PGP, face to face contact®ded postcards/birthday cards for exchanging thalimeeting
place / dates.

DM Take care you don't give away a meeting place bytig it out too much (the same goes for sitesatibns).

BEConsider having reserve meeting places if thereuafereseen circumstances such as travel delaiseooriginal
meeting place is compromised in some form (polieercrowding, etc).

If one of the parties is delayed, this allows thieeo parties to leave, turn on their phones toagstatement of how
long they will be (perhaps in code) that a delay becurred, and then for the parties to move tothe destination.
Note: if there is a large time delay it is best twgo to the meeting point until the appointedetiso as to avoid
hanging around and attracting attention. Findirggglace and going somewhere else to wait is noyro&hy.

2.5 Secure information transfer

Meetings, telephones, letters and emails are reobtily ways to transfer information. There are ale@lother battery of
technigues available for use, many including drepere information can be exchanged without pariegting each other,
etc. However, these are more useful for situatibene knowledge of contact is the most importamtgsito be avoided, or all
that is being exchanged is sensitive informatiaor. fost activist groups these will not be signific&ssues, so we will not
cover them further here. Many are also no longetiquéarly available in modern Europe or as secasethey once were.
Others require an extensive infrastructure andi@rahchical network with penetration into the isftraicture of the country
itself, so again are not particularly suitabletftg European or US activist.

However, where communication to set up meetingffcdlt to achieve securely (eg lack of PGP or gexphical distances)

then a meeting can be set up by exchanging postdatters, etc where there is something in theéerds which indicate the

actual meeting. For example, a fake letter wheeestinders address is for examplel7 Green StrestiohoW18 4QR, which

could translate as 17.00 hours on 18th April anee@ris code for the venue. This has to be don¢ifighme of the recipients

of the letters are having their mail watched - tdod often and it could be picked up on as beiegramunication technique —

however, to offset this:

SV ary methods of sending (letters/postcards/etcitet® are better than post cards. Birthday catdsare also good to
use as well as being far more difficult at stopptagual investigation.

SlllUse the names of previous occupants of the hoespdst is being sent to, or a fake individual.

Slllif the meeting involves more than one person imi@a, rotate the letters around the people (ththahhas security
issues in itself).

SlllUse friend’s workplaces, especially if part of g bompany.

Maildrop boxes using free email mail accounts dao Be used to set up meetings and exchange infiomdemember to
use codes for names and not to send the emaifsphsstore the messages in the draft’s folder. Bdimremember are to
JllDelete messages once they've outlived their usedsin

S~ ccess only from internet cafes.

SllNever send passwords over the Internet when bigngiiner people into the loop.

SN ever mention personal names of those using the dro

More sophisticated systems can be built up as weth replies being put into separate maildrops: &mample, Person A
leaves a message in Mailbox Z. Person B reads #®sage in Mailbox Z and sends a reply which thayddn Mailbox Y.
Person A reads the reply in Mailbox Y and retumgilbox Z to respond in turn. And so on. It ig hard to make this more
complicated and secure, but remember to balanceitutrisk and effort and that it does not becomerapossible system to
use.

There are pros and cons to using common freemas each as Hotmail, Yahoo as opposed to RiseUgResist.ca, etc. The
former have the advantage of being anonymous mghwmirried among the vast numbers of other userpdarer security; the
latter have better internal security but draw ditenby being so associated with activism. Our @piris that either approach
works and are equally valid.

Along similar lines you can consider physical maijgs (not good for those under surveillance) ancsgeal ads in
newspapers.

2.6 Gossiping

This is something very hard not to do, especialhewinternal divisions arise in a group but smglits are something that
can be used by infiltrators and others listeningoirsow dissent, or even turn people into gradsedso helps break down
trust within a group so affecting its strength aasnpaigning ability. It is better to have a profesal attitude, and it things
get very bad to call in mediators.
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At the end of the day, productivity and motivateme more important than being part of a group iehfts. An affinity group
does not necessarily need to get on as friendengsas there is the sense of trust that everysmming to follow through
with their work and support if necessary.

2.7 Being monitored

We discuss listening and tracking devices undesqel security. However, it does not mean that ithiall they will use.
Depending on your situation, if your office is sedty the focus for an action or the building yoae ar has a flux of activists
through it the chances are it will be monitored aotldiscretely either. Watch for the following:

People taking photographs of the building

People taking down licence plates in the vicinity

New people attending your meetings and showingsskee interest in other members or simply notritin.
Keep an ear out for changes in attitude from lamtdoother people in your building, etc — it maggest that
they have been approached and lies told about you.

People sitting in cars for prolonged periods atryaftice or home.

You see the same faces repeatedly around your hamnakegffices.

Increases in police patrols passing by.

n increase in numbers of people being approachée & grass.

Watch out for delays and tampering with your mdibrexample
Regular tears in parcels.

Corners of envelops broken.

The mail arriving late and all at once.

Mail regularly disappearing.

Remember, many of these warning signs by themsaleesot sufficient to indicate that you are beimgnitored, but if they
all start happening and you are running a camptigratening to be successful then the chancesoararg being watched in
someway.

Something you can do is put in formal complaint®tiyal Mail, etc about the problems. You can evempglain loudly over
the phone for those interfering with your post @hdne to monitor you more subtly — it has worked!

Those opposing you may also be interested in giltiff your campaign. In some cases it has been krfowthem to break in
to an office to search for information and to dasmagportant resources. However, these days it ierikely that the police
will raid the office under spurious reasons simjalygeize equipment you need to function. Backingyuanything valuable is
important!
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3. Dealing with infiltrators and grasses.

This is not a pleasant task, and fortunately theyfew and far between. Infiltrators are expengorethe police to run and
more likely to be favoured by corporations with peepockets. Grasses are preferred by the stdateegsare cheaper than
employing someone full time and without the atteridésks. You may also have problems with jourstalitrying to get

information for a juicy expose on you. However,oar experience these can be quite easy to spdiepdinted nature of
their questions, their superficial knowledge ofiss&nd their inappropriate dress sense.

Note, infiltrators do not focus solely on militagitoups, or those successful in disrupting the stgtio; attention is also paid
to groups which may command a large amount of fealdle public opinion, which in itself is a threat the state — for
example the ploughshare/peace and anti-apartheréments.

However, to call someone a snitch is a very serahzsge to put at anyone's door, and you need tedwy for the personal
consequences of backlash against yourself, andbbosplit the group. So it is not to be done lightit should not be
mentioned joking in conversation behind someonatktas that is how nasty rumours start as misutadetisig develop.
Even passing accusations without real factual hackuesearch are to be avoided.

3.1 New people

The first thing to do is to make sure before comtingnon whether someone is dodgy or not. Many peegien they first get
involved are often excited by what they have readi lreard. They may not have had a chance to ddjwstr security culture
and needs. It does not make them spies, and jungang their throats immediately or not explainihg situation to them
because you've gone into paranoid mode will do dglamy use and simply do long term damage as taegiriven out or put
of. What may seem obvious to us is only so becafigeir experience as activists; it may not be thay to an outsider so
allow them that initial space. Explain to themtlird/e were all young, naive and eager to take aatiace, so think back to
what it was like then.

If they still do not get it, then is the time todoene somewhat more concerned. If your campaigmustsred securely, a grass
or infiltrator should only be able to achieve liedtdamage, plus you should not be exposing newi@éopensitive material

anyway.

It is always good to visit people at their homegust learn about their backgrounds. Maybe evert thed parents if such an
opportunity arises. This helps build the trust. Big main thing is to avoid letting paranoia takongr — think back to when
you were first joining your group or movement afidfze mistakes you made then. People do not jainoaip fully clued-up,
so don’t expect them to be. A group run along paigatines to the point it near impossible or exomplly impossible to join
is not going to go far. This sort of paranoia gisevents accurate instincts from developing.

Saying that if they truly believed, new people wbput up with the paranoia and exclusion is a go@use, and symptomatic
of a group which is not dealing with security orational level.

3.2 Do you have an infiltrator?
Why would you suspect you have an infiltrator ie fhst place?
Sl Things going wrong when they've not been doing vipusly.
Sl our opponents seeming to know what you are planiiinough this may be part of a disinformation peog to
cause infighting).
SlliConstant internal disruption.
SllY ou are a high profile campaign.
Sl our opponents have a history of covert action mgjaiampaign groups.

There are ways and means to identify people yopestisbut we suggest you approach an organisdtainith experience in
dealing with these issues. In our experience thooginy infiltrators give themselves away by beiog obvious.

Infiltrators tend to go for positions were they ather do the most damage or get the most infaomatVatch out for people
who:

M\ olunteer for tasks providing access to importaetetings and papers such as financial records, nrshipe
lists, minutes and confidential files, even indihgsuch as typing up notes and ‘recycling’ the gqayork. Often
they are not the most glamorous but quite dullg¢ask people are happy to pass them on to othepiteléew
much they expose the details of the group's members

IO o ot follow through or complete tasks, or elsesithem poorly despite an obvious ability to dodyoork.

MMl Cause problems for a group such as committing éctivities or expenses without following propeiaohels;
encourage the group to plan activities that digosup unity.
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AR Scem be in the middle of personal or politicalefiéinces that are disruptive to the group.

YAl Sc<k the public spotlight, in the name of your groand then make comments or present an imageraitfe
from the rest of the group.

YU ge the use of violence or breaking the law, aravige information and resources to enable suchuves.
This depends closely on the nature & atmosphergoof group. Context is important here, especialyhow
heavily monitored the group is.

YIEl-Have no obvious source of income over a periodnoét or have more money available than their jobuh
pay.

\VIII. Charge other people with being agents, (a procasdcsnitch-jackets), thereby diverting attentioom him or
herself, and draining the group's energy from othank.

ESE/ < inconsistent about their background — lieshig tevel are hard to maintain completely, and-glis do
occur; take note of inconsistencies and follow nmay ‘facts’ about themselves that they tell you.

S Vil be regularly overgenerous with their money imgy people drink and/or drugs so getting activiste a
condition where they are more likely to be off-ghiand talkative.

S\ ake false claims and exaggerate about their backgt in other movements.

(This list has been adapted in part from http://wpnbliceye.org/liberty/whatbugs.html - it is alsauseful article for U.S.
readers wishing to know where they stand legalthwaéspect to infiltrators and spying.)

Remember, none of the above are by themselves pinabfyou have an infiltrator. It may be that inf@tion is leaking
through carelessness or bugs. Or that you simplg pain-in-the-arse in your group who needs to dmtdvith (we will not
deal with this here, but it is a security issues@me ways as it causes others to become disaffdetddetrayed, etc). See a
professional mediation group, but do not let ittaare unchallenged to the point it starts affectimg group’s work.

3.3 Initial Action & Gathering Evidence

Once you are sure your suspicions have substanceged to start gathering the evidence to back tingmmefore moving to
deal with it. Don’t move before you have the evicems you could simply end up causing an envirotroemistrust in the
group, leading to ineffectiveness and splits. Tingaevidence consider the following:

(A C ontact someone experienced for advice, or a gsaap as the Buro Jansen & Jansen (www.burojangeviol
specialise in this. This is as much for legal axpcal advice.

M- Ut processes in place to protect sensitive materiplanned actions; often if you close off théoimation
supply your suspects have been accessing they ooaydsop out anyway.

P ut together a file of all question marks over itidividual with as much evidence where possibles Ehould
include accounts of suspicious events/statemerus. néed to record dates, time, places, people mresed
other material that puts the event into contexsoAkeep a note of any disruption to events or ueeten
presence of police that may be associated. Kespetiirypted as it is valuable material to your oo and
you do not want your suspicions to break our premnedy.

WAEDiscretely ask the suspect about their backgroumd gersonal life and check it out. It is very haodlie
consistently all the time, especially if you areolging in areas where they do not have a cover pedpa
Remember, cover stories tend to be a mix of batthtand lies. Make notes of any inconsistenciesabotv for
the fact that people often exaggerate anyway quit in.

If they claim to be involved in other group, apprbahat group and maybe with a photo in case tbpesu has
changed their name. Often when an infiltrator heenbexposed in one group, they simply move onterathes
in related movements, using their experience amtacts to make the transition easier. However, lwatd for
other groups tipping off your suspect, so be cdiiéfyou are approaching third parties for help ask them to
keep quiet on the matter.

Some ways to actively check out their claims igibging their ‘work’, or following them. A hint sosething is

amiss is where a person who drives an old car tetings, but can be found driving something much erest
home.
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Another thing of use is to distract the person &mdo through their possessions to see if ther@nighing
incriminating — particularly useful at gatheringsnoeetings where there is limited time to evalistmeone who
clearly sticks out.

YA/ s you progress in confirming your suspicions apptoothers you trust implicitly to help you buildu your
body of evidence. But do it carefully, as it isdh&o prevent people’s suspicions from leaking im@etings and
social events. However, if several people suspgeraon independently then that is a good signayeuwon the
right track — as long as it is not just on the grdthat the suspect is a new and keen person.

YAl s<t 2 trap. “Arrange” an action or meeting thatshspect is informed of and check to see if theeeaay police
or extra security waiting. If the subject is taliabout their involvement with others in the grdbjs may be
tricky to organise. It needs to be planned cargfahd may need to be done more than once to ta¢cperson
out, especially if they are in for the long ternsstlaey will wish to avoid raising suspicion befthey have had a
chance to properly integrate with the group. Alse set of unexplained extra presence can be erplaiway as
bad luck; more than once ceases to be coincidehoagh it may be bad security practise on the lhadiahe
suspect such as talking openly over the phone abeun which case you know you've a liability avey).

Avoid acting too out of character so as not tatigm off that it is a trap, or doing it in a way iaiih may arouse
suspicions from other interested parties that theag be something worth investigating.

Often, in such a set up the suspect, if they adggavill back out rather than do something incriating. Either
way you know they are not up for it and not to besg trust likely.

YIE ¢ you suspect you have an agent provocateur censigtting them to incriminate themselves - have a
dictaphone ready so when the opportunity ariseshgue the evidence in case anything is used aggdosin
the future, that it was the infiltrator or the ggagho tried to entrap you. Keep the recordings reefnot in your
house) and make backup copies. Consider talkiagaayer you can trust.

Most police infiltrators will try to avoid being #iee in anything that may be construed as illegaltas will
compromise their evidence in court — especiallyéan be argued they instigated it or had a chamgeevent it.
Private investigators may be less shy.

This is an extreme action and we really cannotmenend that you carry a dictaphone around as itofer
activists who are genuine at risk. Plus if peoléae you might be the one who ends up gettingestted. Only
do this if you have a very strong belief that soneeis attempting to set you up.

YNl There are other problem types besides infiltratSmme from the media will deliberately put forwanad ideas
in order to create a more exciting response ol st setting up opportunities for their storiekeiie are also
those people who are genuine control freaks anlddgtiupt if they cannot get their way within a gpy and end
up destroying it out of petulance rather than dehle mischief.

What is important is that you do not go public oadifficient evidence — what happens if you getribg! You could loose a
person who could subsequently be turned againstaraliyou can end up creating a bad atmospherauingroup, disrupting
your effectiveness. People can turn on you as well.

3.4 Exposing the infiltrator

When you have gathered what you feel is sufficiewidence, you need to act on it. How you do thipetels on the
horizontal/vertical nature of your group. For naerhrchical, grassroots groups, the best appraatd get the information
out to the group, which you need to plan for.

Firstly, arrange a meeting between a few of yolnwhie suspect and put your evidence before thenchtheir reactions and
carefully note their explanations of the eviderid¢ermally, by this stage the evidence should beigefit for them to chuck it
in — though maybe not without shouting that itsahoax but they cannot work under these conditietc. If you are going
to expose someone subsequently, get a photograyhupfnfiltrator while you can.

Next, arrange a full meeting of your group, and et case before them. It is wise not to annouheetrue purpose of the
meeting beforehand, as if others talk to your stisgieey may tip them off inadvertently. You do medint to announce your
allegations without having the meeting first. Idgglou will challenge the suspect shortly before theeting. If they do come
to the meeting to defend themselves, they will btel prepared and change their story to adapte@vidence, so you will
have to challenge them on this — this is the ma&son for having witnesses at the initial confrbota

At the end of the meeting, ask the suspect to Iéla@eoom so the rest of the group can come tonaestsus on which side

they believe. It may be worth you leaving as wellavoid claims of bias. If they agree with you,rthesk the infiltrator to
leave the group
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If your suspicions cannot be confirmed more thaournspectly you need to tread more carefully. Aeptial approach is to
confront the person with your suspicions as it fibeyenough for them to back off, but be preparedHersituation to backfire
and they deny anything (after all they may be immd: Continue to monitor them.

If you have approached someone accusing them ofjlzi infiltrator, and they have left the groupdsefyou have had a
chance to speak to the rest of the group you needttfast, and get a meeting together. Failing} tyou need to contact them
as soon as possible with an account of what hgsetmagal and be prepared for the following:

[Frimarily you need to provide your group with théormation to back your claims up. It is importamat things
are clear and transparent to ensure that you argeea as abusing power.

I The exposed infiltrator may be angry and attemptuta the tables on the people who have exposed the
causing disruption in the group, for example bygimg other group members and telling them lies &lloir
exposure.

I ou may have to explain to some group members by have not been trusted with this informatiormlace,
as they may be hurt by the perceived lack of cemioe in them

For hierarchical groups, speak to key people yeldan be trusted with the information and ask tloenmow to proceed.

3.5 Dealing with the fallout
Once the infiltrator has been exposed considergieime of the following to protect your reputataord to repair the damage
to your group:
Consider going to the press to highlight the issieugh this clearly depends on the nature of ysaup as to
how appropriate it is. It is a tactic more suitatllenore mainstream groups.

M. <t other groups know through established chanielblish a photograph of the person on relevansiteband
other news services (magazines, Indymedia, etoftsers are able to identify the as infiltrators,tisat they do
not fall victim to the same individual. Be prepatedsubstantiate your accusations. Send a lettalt tbe groups
you are connected with an explanation and whatayeuyplanning to do to minimize the problem. An epberof
how one infiltrator was exposed and advertisethésfirst “Notes from the Borderland” by Larry O'lamwhich
deals with the activities of the infiltrator Tim Hele/Mathews.

Expect some uninformed backlash and loss of repuatabut it is better this happens than people find
through rumour which will affect your credibility sh more. The danger you face here are rumoursicipig
unchecked.

P ut in processes for preventing it in the futureas help retain your reputation, following any bask over the
exposure of the infiltrator.

YAt in to place processes to minimise the damageuo group. This is important to stop unnecesgamnanoia
and infighting that can arise — especially whermeanembers do not fully believe the evidence gatbgeor
there have been sexual relations between theratfit and group members. Some group members mayarut
to accept that they have been conned in this fasial their objections may be based on this.

YA Change locks, passwords, etc. and analyse thet affematerials and campaigns they may have beesivie
with.

3.6 Gatherings

These pose a different set of problems. Howevesl fauthority normally rests with the organisers,aosub-committee
specifically set up to deal with this issue, to #sk suspects to leave. You do not have much tingather evidence, but in
our experience spotting them is not particularlfficlilt as infiltrators do not go to significant aunts of effort to cover
themselves at temporary gatherings.

Ideally a couple of people will get together andeggon a strategy for dealing with the person,uigicly approaching them
with questions (either confrontationally or sub#ly the occasion requires). Some of these peoplgldsthe recognisable
individuals to give the group doing this some leginding in the eyes of the rest of the gatherangelse it should be
convened and authorized by a spokes-council whgpeogriate. The last thing you actually want isedbate on the process
when you are actually trying to have an infiltralieave, or a self-appointed mob trying to deal wlith situation.

Ask the following questions about the suspect perso
Slll\When they take notes at what point do they do it?
SllWho are they watching and listening to? How keenthey on particular individuals and at writing doweople’s
names?
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SlllHow are they making approaches to people?

Slll\What sort of questions are they asking of peopie;tieey showing repeated interest in illegal oexit activity, or
being exceptionally nosy about people?

SlllAre they asking questions about 'leaders' or thiatply do not sound right (eg. “Where is your cehtra
communications unit?”)

SlllWhat about their clothes, watches and shoes (¢geleat an animal rights event)?

SllHow did they arrive, and who with? Have they walleed left an expensive car out of sight?

SllWho do they appear to know, if at all?

SlllHow clued in are they to the issues?

SllIDo they appear to be drinking but actually are imgr¢he same beer through the night?

Sl re they taking notes in shorthand?

SlllHave they professional journalist equipment witkrthsuch as dictaphones and cameras?

SllHow have they learned of the event, and what ae# teasons for attending. Who do they claim tdrbeontact
with?

Slll\When you go through their bags and tents, do ymaidinything suspicious

Generally infiltrators at such events come singlyngpairs and do not know anyone else there. Tagylatch onto a group of
people and act as if they are part of the samepgsmmething that is easy to check out so simptyabse they are hanging out
with others does not necessarily mean that theyhaiefriends. They may even be from other coastri

What often happens in these situations is vari@ople start to get suspicious of an individual atat pointing them out to
the various organisers, etc. This is why it is Wwdraving at least one or two people working on i can take the various
feedback and then make the appropriate call tostigegte further. Likewise, if someone is being wassarily paranoid then
their fears can easily be laid to rest by locathmgysuspect's friends, if they exist and check

In a number of cases, a suspected individual hes &ble to provideona fidecredentials on questioning and being able to be
identified as a friend of a particular group onbalienged, so do not march individuals straightafuhe venue.

Once identified to people's satisfaction, marchrtheut of the venue. Use reasonable force to efgntbut do not get
excessive. Most will leave of their own accord Imavbeen spotted, but some will kick up a fuss fjalists are quite bad for
this) thinking to raise support for themselves thit cause people to back off. If there are pecgliehe gate/entrance then
they should be allowed to see the person to adtthy them back in later on. Taking photos of itdividual is good for
later identification.

3.7 Grasses after arrest

This is particularly unpleasant but sometimes &t8vdo crack or turn due to police pressure /yssi®n. It is not always
used directly against you but there are signs ywuveatch out for. However, don't listen to polieding you that your mates
have turned on you, as that is a standard taaig tke to break your resistance and is generdikty a

In the UK when people start 'grassing' or 'singingg post-arrest situation they are separated fr@rother defendants, and
‘public immunity certificates’ are issued to preveine fact that they are talking being made puldlitten their evidence will
not be used directly, so it may not come immedyasaiparent. Your solicitor should be able to letiymow if this has
happened, albeit only indirectly. Public immunisriificates may also be granted in favour of wisessyou may wish to call
to support your case. As a rule of thumb you shd@drery hesitant to trust anyone who has a pulmiounity certificate
issued for them.

Where the grass is up on charges by themselvesnihg get ridiculously low sentences and the pddiegdenly know where
to target people effectively or start quote vergaific evidence in interviews.

Other evidence that someone has turned is thetgadlireatment they get when arrested. For exanguie turncoat received
a TV in her police cell when she was picked up &hilint sabbing.

It should be made very clear that anyone who givetatement against other activists will be madg uawelcome by the
rest of the movement. They should be named and esthaatong with having their photos published in valg forums.
However, if they are part of a larger trial, thigoald not be done until after the end of the tiggbrotect other defendants (it is
their call as they are the ones who will sufferwast).

Other ‘infiltration’ methods

If someone approaches you as media, try to chesik thedentials — ask for their cards, and phoresthitchboard of the
newspaper/TV/radio station they claim to work forcheck they are genuine. Mobile numbers are aotl @nough. In more
sophisticated set-ups the phone number will als@dmuine so check their presence online or in theng-book to gain
confirm their identity and that the numbers areeied going to genuine offices.
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If it is someone wanting to make a film about y@mause’ or campaign, check out the production camgghey work for and
ask to see previous work by them. Film & TV prodorctcompanies are a good front to approach activigth and attempt to
get close to them, especially with their requestssisits to offices and to meet other activistdeny these whenever possible.
Never believe the “put your side of the story” lir@arefully manage what they are allowed accesantbwhen they can
record.

Other agencies can be front organisations set ggttgqour trust, so just because you are dealily s6meone from another
organisation with supposedly the same aims as giutsless they have a proven track record thestt them carefully when
passing on details about yourself, etc. Even ij #ne a proven group, they may have an unspotfétidgtor or slack security,
SO pass-on personal or sensitive material with.care

Sometimes the media approach may be genuine, ditraee always looking for the exclusive footagd anside scoop' so
have a completely different agenda to the actoéstipaigner. They will not hesitate to set up asts/iso you should always
be on your guard around them, and be very caréfulitshow much information you provide them — thap end up doing the
state's work indirectly for them.

Given the prevalence of video-camera's these deye is little reason for media to come on covetibas at all.
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4. Security for Actions

Actions come in many different forms, each one vifishown security needs. Many ideas mentioned ucderpaigns and
personal security may also apply here so we willduplicate them here.

In this chapter we mean by actions a wide variégvents and deeds. Not all tips will be applicablevery situation, but we
hope that what is and what is not is obvious.

4.1 Choosing people
Depending on the nature of your action you may riedxe careful about who you inform regarding it.

4.1.1 Approaching people

Approaching potential participants in an actiondst be done correctly. Ask people what they &elut the type of action
you are planning in general, on an abstract levehieck that they would be interested in what yauehto say. As affinity
groups are built on trust (and often friendshipy yall know for the most part how individuals fitg whether they are “up for
it” in general.

If you ask them about doing an action and theyailtytsay no ask about it later, unless they apgressing an interest in being
involved, then tell them it has been called off.c®@rommitted warn people against backing out latealking about it. The
degree of secrecy needs to be made clear rightthertart so people are clued in otherwise thexénadvertent breaches of
security made early on. As someone putting togetheaction you should NEVER assume everyone autcatigthas a clear
idea of the level of security needed — it is ugda to remind them.

4.1.2 Gradually introduce people

It is best not to throw people in at the deep emdess you are very confident in your action anthem. Better it is to work
them up the ladder, watching how they react inedét situations, how well they keep their coat, 8&lometimes people make
out to be more confident and skilled than they @tyuare. The problems will not become apparent timty are actually in
action, by which point it may be too late.

If you are not ‘invited’ to actions and feel bittebout it, put yourself in their place and undardtéhat their security needs
may be playing a part. Those involved need to beyvedoout not letting it slip so inviting inopportimuestions — this

includes behaviour as well as what is said. Doarcinge or hint at meetings in front of those mablved as it is quite

disheartening to future activists.

4.1.3 Watch out for bravado

People will talk themselves up, and make out tarlsee experienced than they really are. Recogniseirihpeople and be
ready for it in case they end up bottling it anavie the rest of you in the lurch. Often they widk ®ven turn up for very low
risk stuff or get very uptight and show erratic &glbur when they do attend. It may be better tblbat with them by saying
that you haven't worked with them enough yet, drat fyou personally don’t feel comfortable in thiigtion, especially one
where there is a lot of risk. If they are genuinebynmitted to movement happening they will acchjst t

If you suspect that someone is more boasting tbeara then check out if they've actually done sheff they've claimed (eg,
fly-posting, graffiti, etc.)

4.1.4 Watch out for the boasters

Like with bravado, these people can be a risks lard for them to not tell people about what they up to before and after
an action, even after they have been warned tesger some become smug and extra secretive, whithe little better than
giving away that they have something to hide. Semimtroducing people into your affinity group nakeir ability to keep
secrets as they become involved more deeply. Aketiee of the day our main reason for being activeiachieve social
change or save lives, not to make people feelbette

4.1.5 High profile people

Some people are naturally under a lot of attentiwshether by police or otherwise. This maybe duethtir apparent
organisational role or simply their history of bgimrrested (especially for serious offences). Ethmugh they maybe
excellent activists, they may end up compromisiagryaction by bringing unnecessary attention to. ybthey don’t need to
be involved, keep them out of it.

4.1.6 People with issues

Although we like to be inclusive and bring many plecinto our movements, it does not mean everysrsiitable for every
action you plan. If you are going to take risksrtlyeu have to be doing it with people you can myif things do go wrong,
or can be counted on to do their part to make thaethings do not go wrong in the first place. ¥e active not to run self-
help groups, but to make changes. That may soursthhlut so is loosing your freedom because of somelse's personal
issues which they were unable to put to one side.
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Drug users and heavy drinkers are a liability, @speople with money-draining habits such as gargblAs well as being

unreliable, they are much easier to turn or tricto italking. Recently, much of the “Green Scare’the US, where large
numbers of ELF activists were arrested up to adkeedter they were involved, was by using one a&ttsvheroin addiction to

break him and use him to leapfrog into the reghefgroups and to entrap people by talking abouwtliey had done years
previously.

Addictions can also cause people to fail to catryimportant tasks properly and lie to cover ugrth@stakes, so putting the
action or rest of the group in jeopardy, this rthresgamut from not turning up on time to go to attsab or demo to acquiring
equipment and being in place at the right time otoegert action. Another problem is when people ajglumentative at
unsuitable times such as on the way to an actmmgrdising the morale and energy of the groupvarether the action itself
goes ahead. This can apply to people with addistosrmental health issues.

We would also recommend against bringing along [geefth mental health issues where the stresskirfigerisks may prove
too much, or that later on, after the action, they not fully understand the need for maintainiegwsity in respect to it.

If you are a heavy drinker, drug user, etc considew you may be jeopardizing others so consider eraithg your
consumption so you are not losing control, or etep doing actions where you would have knowletige ¢ould put others at
risk.

A less obvious risk are people who have persorzars for joining a group and are not necessaritvaited entirely by the

aims of the movement. They may consider activistsal people to hang around or as introducinglement of excitement

as they swing close to the “danger”. Others arglimeedy people who are preying on the inheremiésses to be found in
the people active in social movements. It maybé thepending on the needs of your group and acttbas such nicety needs
to be put aside. People with the wrong motivatiares less likely to understand the need for secuarity often talk without

thinking, even to police, as they like the attemtilt is not malicious, but just how they are.

4.1.7 Security and your affinity group

The final point when bringing your team or affingiyoup together is to ensure that everyone is wagrkd the same standards.
Differing standards may mean that some people atedaing enough to keep the group secure and otirerdeing too
paranoid to the point it is disruptive or disempawg. Discuss it through and make sure that evesyilorows what security
measures they have to take and why. As in camsgurity, it is best to reach a consensus whesgbgyone is clued in to
the needs of the situation and acts appropriaBigh discussions are also a good way to spot pedpeare only giving lip-
sync to the requests or being too blasé aboutisgcur

Security measures reached by consensus and umdingteare much more likely to be adhered to thaesomposed on
people. Also, it makes it easier for people to héeg up if their security is getting slack. A cd#s case of this is mobile
phones at gatherings. If the group decision is talbiles phones have batteries removed and nob tkeeetings, and that
decision is clearly broadcast, then it is much ezat call people up for ‘lapses’ where they amnéd on or brought to
meetings.

Have a security run-though before the action. Midl@ear that these are not a case of someone lming power trip or
distrusting people but good security practise —tinarit at the start of planning so people knovexpect it. Even experienced
people make mistake and it shouldn’t be a caseitititiduals are made to feel embarrassed by gg-é security run-
through is there to refresh and remind people,asite.

Create a situation whereby people can feel abéltoit to mistakes. It is better to have it outnthédden where it may come
back to haunt you. Likewise, if you have made atakis, it is important that you own up to it, evénitijeopardises

everything, so your group doesn't go through withaation which may have been compromised. You laresponsibility to

the group you are working with. Also, if it becomdear that you were the one responsible for tioarity breach and didn’t
let people know then people will not trust you eglotio involve you in future actions.

When setting up an action people do not necesdzailg to be practising security at your level, ibmbay be an opportunity
to teach them about it through example, explainihg you are taking certain measures.

4.2 Scouting out the area

When checking an area out do not look out of pl@sess appropriately, smart if necessary or a Barfarket and boots in
the country, and depending on the area have a stwer ready. Basically the more natural you aetlibtter — and don’t be
rude to people you encounter.

Plan any surveillance carefully, and pay attentmthe times you will be going in and out of thearlf doing walk/drive-bys
do not do it so much that your face becomes resagpe, so if the police show someone a photo oftlgey would be able to
identify you. Don’t forget to use counter-surveilte techniques to ensure you are not being watgledself so

compromising the action and its participants.
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Before you leave decide as many of the factorsngmd to know about so you gather as much informatassible in one go.
This saves repeat trips back to the sites torfiaps. It is always worth doing a brainstorm aa with other key members of
the group who will be involved.

For relatively low-key actions where there is déitthance of you being arrested, there is no reabgnyou cannot think up a
blag story to get entrance to the site, or evehgretend to be lost. It doesn’'t compromise yowusiéy that much, if at all.

For covert actions, check out what else is in i@ @nd let the rest of the group taking part kiaswvell. For example, you
don’t want to run in the direction of a farm whetegs who will raise the alarm. Similarly if thereedikely to be any

“curtain-twitchers” or other nosy neighbours thatild be a problem. Know your access points in aridaod make sure your
drivers are familiar with them. Identify and sctwaick-up rendezvous points should you be forceddtes.

Some useful techniques are to:

Go in male-female pairs so you can act as a caudiuple if necessary.

Bring a dog lead and pretend your dog has runraffyiu are looking for them.

Chose an appropriate looking vehicle to blend itteloe

If staking out, avoid smoking, and don'’t drink latswater/coffee or you will end up having to makegular
trips to the toilet.

4.3 Planning

Planning is good. It gets you in the right staterafid. Decision-making is much quicker and whenuhexpected happens,
you are better able to handle it. No plan is pérfecd you should be prepared for things to go grdtfence have backup
plans for when things do go pear-shaped, sucht@sative meeting points, and when just to cut yosses and leave.

Rehearse your plan with everyone together (or wdemla to be together) beforehand. It is a goodfiteeople to know what

to expect of others and helps build up the strenfthe affinity group. If part of your action i®igpg to require people to leap
fences, make sure they are going to be able tbato-tlittle things like this are often assumea#er people make them look
easy, but the reality is sometimes otherwise.

Make people fully aware of the risks and that tteg prepared for the consequences. Recriminatifleswards are
destructive as well as being too late. Be readgirtswer pointed questions as people will be condeatm®ut the risks. It
doesn’t mean that they are infiltrators, but keé@pds on a need-to-know basis, as much as is rabkon

If there are several parts to an action, not evegyoeeds to know who is doing what. This means@ of the groups is
compromised it doesn’t necessarily affect the alsets of people. This ‘need to know’ basis foroast has been one of the
most successful features adopted in actions ancprim keep people safe.

In the run up to an action and afterwards don’ttsating strangely, extra paranoid or suddenlyngiteg your habits. The

chances are that these will bring more attentioyota Act as naturally as possible, as if there m@ing about to happen, or
has happened. Discretion is much better than bpargnoid. Have cover stories and alibis ready fauryactions and

whereabouts.

Tip 1: Often actions may involve known activists fromesidiere. Don’t suddenly have an influx of visitosying to your
house which may indicate that there is somethirigggon worth investigating.

Tip 2: If people are travelling to the area by publimsport to be picked up, don’t pick the nearest stoptation to your
house or to the place of the action; where possiblthe one before at least, so there is a bitsthice between them.

Tip 3 Don't create changes in your phone call patterribe run up to or immediately after an actiorpéoticular individuals.
That is, do not ring someone more often or lessnofhan usual. The fewer connections that can eettii drawn between
individual parties the better.

4.4 Communications

Most of what was said in the section on campaigganding meeting to discuss and plan equally appiégge. The nature of
the action depends on how open you can be abdbiyiu do it over the phone/unencrypted email/tegssages the chances
are the police or your target will become awaré.ofhis may not actually matter, and if it doesttien don’t worry about it.
The only thing of concern in this situation is tia@y may be able to single out one or two peopldaing all the organising
and focus their efforts on them, so it is not appaie if you are planning to keep a low profile.

Basically, do not say anything on the phone orrgiéthat you would not be prepared to stand ugourt and say to a judge,
or that will tip the authorities to the fact thaiwyare planning something. Code words shouldndtbgous, and avoid using
obscure, half-broken sentences. Phrases sucheagdarcoming to that funeral/party" are too comrgarded to be effective
any more. The best approach is to arrange to nesgile and pass the message on either verbally wribing it on a piece
of paper. Tip: always carry a lighter so you camtihe paper immediately you are finished withtits easy to forget to burn
it later so you end up carrying it around in yoocket.
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Setting up a meeting is ideally done face-to-faces bad practice to simply turn up and have atingehere and then. The
less that can be said at the initial invitation thedter. If someone is doing the organising, thegutd meet with people
individually and test their commitment to the antibefore letting them in on who else is involved:od organising a
meeting around your social group or at a sociaheas it will rapidly become obvious to others molved that something is
up. This is not always possible to avoid but yoadchto be aware of this problem.

If visiting someone, you can have a completelyléwant conversation with them while passing thenote about what you
actually want to talk about.

Never have at meetings people who are not goirg timvolved, no matter how good an activist orrfdehey are, or even if
they are otherwise part of your group. For starieraakes them an accessory. A classic infiltratiy the state of the far right
was a man who used to sit in the pub with the ganij he got so familiar to them they discussedrthians in front of him.

Tip: sometimes discussion comes up during the actemeady to deal with it, especially as importanhfgmay need to be
clarified. To help with this, have agtch-a-sketctboard from a children’s toy store in the car;abks innocuous so helps
detract from any impressions you may be up to magand it is also a good way of passing messageadh other that can
be easily erased in one quick go.

4.5 Acquiring Equipment

Buy materials and hire vehicles well out of youearBe prepared to have to put time and moneythigo Avoid using your
own vehicle if there is that option. If you haveed a vehicle, do not park it near your house. Wtpssible avoid using
credit cards, though it is often hard to hire visavithout one.

Phones should also be purchased out of your aetapdy-as-you-go models and when using top-up qaaglsn cash. When
purchasing them, you are generally asked for detaigive for insurance or warranty purposes — lialge ones ready to give
to them. If possible buy from second-hand shopbkaut CCTV.

Burn packaging, receipts and other such matefsrhay link you to the equipment and which areneatessary to keep. If
there are serial numbers, etc, consider filing thefror otherwise removing, as if the equipmentiscovered this can be
potentially traced back to the shop where the pEaqguipment was purchased and hence maybe to G@jpNcating you in
their purchase.

Wear a baseball cap and non-distinctive clothesnwhaking purchases; consider buying a set of céotfem a charity shop
and once all your purchases are made dispose of. thds best to dress down and blend in — wearadjcal T-Shirts is

definitely not a good idea. The longer the gap ketwpurchase and the action the better as thdikess shopkeepers are
going to remember your face or have kept the CCaodtedge when the police come snooping. Also witls, thi you are

unfortunate to be under surveillance, they willnbere ready for you to do an action in the next twys after you've made
your purchases; which may go away after a whitkéf/ see no activity to accompany it.

When bringing material back for storage, especidlly is in someone's house, wrapped it up soaitrot be identified.
Consider putting newspapers and bin bags in thé d&fodne car so you have materials to hand if theps do not wrap it up
for you. Do not have stuff posted to you whereilt attract attention of the post office.

Stuff for the action should be handled with gloeesl cleaned of fingerprints using white spiritsa@shing up liquid. This
should be done when they are acquired, and altifgiary labels removed and destroyed. Give themtlzgroclean before
leaving for the action. Keep gloves availablelsytare there when you do need to handle clean&stiala- is all too easy to
slip up on this one, and you can just as easilp @NA as fingerprints.

4.6 Clothing & other traceable

During the action itself, you will leave a numbdrtmils behind which forensics can be used to stigate. For a good
introduction into DNA forensics check out the Geraeth report at
http://lwww.genewatch.org/HumanGen/Publications/RegdationalDNADatabase. pdf

4.6.1 Footwear

Shoes and other footwear all leave distinctive miackits and wearing in the treads can be usedetdifg your shoes as the
ones leaving a trail. This is an issue if you avag to be in an area with mud or you have to cio$duy disposable pairs or
put socks (which will pull up high) over the toptbem, with a plastic bag between the outer sockthe footwear, so when
you come to take the muddy socks off, you can do & clean sweep and bag up the mud and dirty @ateks in one go
without getting it on your hands or cloths either.

Tip: If in the field always plan in case of getting dnon the rest of your clothes, especially your $es. If you have to leg it
as part of a get away it may single you out invarnt@nvironment.
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If stopped on the way out, an old trick was forrgeae to take off their shoes and socks (shoedicked to socks through
fibres) so individual pairs couldn’t be identifiedth anyone in particular. Modern forensics coutdlgably work this out, but
it is expensive and whether they put that amourffofit in will come down to how badly they wantwo

If they are muddy, wash it off if possible, and @aewspapers down in the vehicle to catch it.

Note
[a] In the UK impressions of footwear can now beetaat the roadside by the police during car sesrch
[b] Glass shards is another tell-tale sign on skwekused to place you at a scene.

4.6.2 Clothes

Depends considerably on the action. Nondescripes, and the closer everyone dresses the hardefoit individuals to be
singled out. But consider the context and your aies load of people wearing heavy black outfitsnigyto sneak through
town is going to stand out. It is more importantdiess for what you want to achieve than to fiwith your group; for
example, camouflage gear is not always the best.

(G ack is not always the best colour, for instanettigg caught in a field of snow. Consider greybaki. In our
experience charcoal grey works best in generatdbistanding out in a field, etc.

I~ void clothes made of nylon (very noisy when youwvepbut go for clothes which are lightweight and
comfortable as a general rule — often the adremaBh will keep you warm, but consider if therelveé much
waiting around to do.

I Zips are also noisy and buttons are preferable.
YAV ake sure you have nothing reflective on you (usieselps you blend in).

YA doing an action in town or where you may be etasave a different coloured layer underneathiie gou a
quick change of appearance — examples are brighirs or a reversible coat. Or a different badetzt|

YAIC othes can be used to disguise your shape asseadio for baggy clothes which create an asexgatdi

VIl <ccp your hair and facial features hidden. Hooddaseball caps are good, as are masks and balaclavas
However this depends on the situation, as sometmeasing masks and balaclavas are just too muehgive-
away. Snoods are good as they can be quite obgcaria they are a legitimate clothing item. Ski-ksagre not
as good as they can give away too much facial fegtaround the eyes.

4.6.3 Hair
Wash your hair and give it a good brush beforeiteaon the action, so no stray hairs fall out. Kéejed back and out of the
way.

The alternative of providing the forensics teamhwib information at all is to provide them with tomch information by
deliberate contamination. A technique used by siane gather hair from the floor of a hairdressersose as an artist — and
put that in your balaclava, etc which may have ¢odiscarded. The result with be a nightmare foeresic, if down right
impossible to prove anything with. The same goegfoves as DNA can now be extracted from the msiflhats and gloves.

4.6.4 Fingerprints
Wear gloves where ever possible. Be aware that taies can still leave an impression. Practiseguaity tools with them so
you are comfortable with the sensation and the géém grips.

If gloves slip or are impractical, remember to wimvn every surface you touch, including palm griatforensics look at the
entire hand as opposed to just the tips of theefiangHave scraps of material soaked in white spety in a bag (sealed to
stop it evaporating).

4.6.5 Maps
Essential but with pitfalls. A map found on younmarby the event with markings on it and your fipgiets is can amount to
pretty convincing evidence. Markings can be as krap a lot of fingerprints over the relevant spots

Techniques to use with maps are
AllDo not use markings that cannot be easily eragbis-goes for pencils which leave indentations eafter
being erased.
AllUse laminated maps where tell-tale marks can bedvipiickly and more securely and don't have asahig
issue with fingerprints as paper.
RElIf in doubt, buy new ones with easy wipe covers asel gloves.
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Don't print off a map of the site you are visitifrgm your home computer, instead use an Interrféttcedo this.

4.6.6 Other materials

It is good policy to remove any unnecessary iteramfyour clothes before you leave to go on theoacthnything that can
fall out of your pocket could end up being tracedou through forensics. Don't bring ID, things thattle, etc; take only the
keys you need and not the full key ring. Thougmdsome change for phone calls.

Tip 1: Keep personal items you need in a zip-up pocketgmays separate from anything you need for thiemmc
Tip 2: Use torches with a red gel over them for outsidekwathe light does not carry near as far.

4.6.7 The Vehicle
You want to keep this as clean as possible, edpeifid is a hire car. Techniques to use are
a. Use plastic covers on the seats.
b. Put down newspapers
c. Have cleaning materials ready in advance, espgdlitransit vans. This includes black bin bags fo
disposing of the newspapers, etc.
d. Have materials to wash mud of the side of the Velfidays can be used to pinpoint where you've heen

There are reasons for this. Even if they tracevétgcle, you don't want to leave markings in ittth@ay be used against you,
or ruin alibis for having it. Nor do you want taale memories of mud, etc. in the mind of the recwahpany.

Everyone should take charge of ensuring the veigatéeaned, and it should not be left down toglaeson who hired it.

4.7 Disposing of Equipment/Clothes
This is something you should budget time and pwgjan for. It is often forgotten about, but is dal@s to getting away with
your action.

Anything that may compromise you should be burnedtberwise securely disposed of. Dumping them fivexr/bin a few
miles down the road may not be enough. The morersethe action, the more they are going to putrefifito searching for
stuff. That something was expensive should nairbeverriding excuse to keep it if there are otfglr concerns.

Don't keep stuff to ‘recycle’/reuse if it is distitive or you cannot justify their presence in yduause. Some stuff is not
illegal in itself so they still need to prove thaiu used it for the action and had no other redsoiaving it. For example,
keeping tools in the tool shed. If in doubt take thore cautious approach.

Souvenirs of an action are a very bad idea. Pezgpigget quite silly over this, so this needs tejbelt out in advance.

Clean vehicles thoroughly; wash them down and usiefdctant if necessary, so that even if they rdwé the vehicle there
will be as little as possible evidence in it. Butdgeough time for this as it can be a bigger thsk trealised.

If you are keeping equipment wash it down thoroyglding soapy water or white spirits.

Bolt-croppers and such like can acquire tell-tal@tch marks on the blades that link them to thmacThey may as a result
need to be filed down. If you are planning to dis,tbuy the material in advance and not after tima.

If you are leaving with equipment people in theigkhcan help by filing down tell-tale marks, wigistuff clean and general
helping with the disposal process. Include therclga material in the list of material to bring dretaction or to have at your
base — eg. cloths soaked in white spirit, filinglp working lighters, bin bags & cleaning agents.

Where clothes and equipment are being physicakyrdged, then don't do it either near the sitehef &ction or your homes.
The farther away from both of them the better, delpgy on the nature of the action.

People have been caught because they simply tepsay cans, bottles, etc into nearby bins and gardehereas if they had
taken the time to put some distance between thesy tould have been disposed of innocuously enoagbn with
fingerprints on them.

4.8 Communiqués & Photos

Make sure you can send these securely; if it vaithpromise you, then don’t send them. Consider ngié while so the heat
drops down. Never do it from your home, and avaithg your town if you can — the greater the distatie better (relative to
the seriousness of the communiqué), and avoid C@&hé you can.

Be careful that nothing in the text gives you aw&in doubt leave it out.
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Eyes should be blocked out in photos, even if mastsare worn. Consider when using pictures okgeamunds that you
might want to avoid features that can be useddatéothe place, or if they come looking at the @ldey can match it up with
a published photo — use sheets as a backdrop.sShiktslogans on them can be evidence if peogeuafortunate to have
unwelcome visitors who find them and make the d@asioo with the photos.

4.9 Mobile Phones
See the separate briefing for a guide to using lagbiones securely.

If they are required for a covert action, we sugdbat you purchase a set of phones with no coiforedb any known

activists. Once a phone is used to ring a numbtsidri of this small network, it is compromised. ¥ishould not be used
until the day of the action (other than to chargétdries) at which point they are taken somewherate (certainly away
from activists dwellings) and prepared. In somaagibns it is advantageous to put the numbers df ea phone so you can
speed-dial.

Once the need for the phone is over take the aitgr and appropriately dispose of.

4.10 Phone Boxes
Phone boxes are still a pretty good ways of makingnymous calls, though they do have pitfalls yeadhto be careful of.
To avoid them we suggest the following guidelines:

1. The use of phone boxes should be varied as rasgtossible. If a phone box (or even several Speaifes) becomes
identified as one being regularly used by activistscommunication then a camera may be put oReébple have been
convicted as a result of this.

2. Use as far as possible from your house/officgcling to other villages/estates is good.

3. Avoid areas were phones are likely to be alreadpitored, such as town centres where there é&adyr much CCTV or
areas of high drug dealing. A simple bug scanndroften pick up if there is a camera monitoringoit picking up on the
camera’s transmissions back to base.

4. Wear baseball caps & non-distinctive clothingeld your head down. If you can, slip a mask upiorcgse of pinhole
cameras in the phone box), put not at the expefnsmking you stand out to passers-by.

5. Use gloves to handle the receiver and deperafinghat you are saying, consider puttingeancloth over the microphone
part to stop leaving traces of spit, and to disgtie voice.

6. Phone box to phone box calls are not securfacirthey are seen as a trigger for state monigorin
7. Phones in hotels, bars, etc are also usefutesuo make phone calls from.

In the UK it is possible to type in 141 before tirg the number for your call. In theory will ananize your call so that the
person at the other end cannot see the number.isThis longer always the case with the introducttdbmew technology to
defeat nuisance calls. However, for many numbee@ally ones not commonly targeted it will stilbrk.

It should not been seen as a measure guarantesingtyg but as adding an extra layer of security: &ctions we do not
recommend this approach as you should not be dsirf§from your home phone line at all, but if ydawel of risk is very
low then you can consider this approach. Otherwigs,should not be crossing your mind. It may bererapplicable if you
are doing campaign administration stuff rather thations, though in this case you should consideysdtem where your
phone number is automatically blocked.

4.11 CCTV

CCTV is everywhere these days, but not impossibleide from. Learn to recognise the various tydeS@TV there are, but
also be aware that they can be in shops videoiraj pdisses by the windows. For an idea of whatetbe dbvious types look
like check out http://www.brickhousesecurity.cont¥esecurity-cameras.html. Quality does vary considly on cameras,
and some are decoys, so often they are there simplgt as a deterrent more than anything else.

A camera with a red light generally means thatig mfra-red/night vision. Increasingly, CCTVs ities are also being fitted
with microphones, and conversations can be tradkeh streets.

CCTV also allows investigators to pick up on bodpduage so no distinctive slouches or swaggersep t@ an ordinary
straight backed walk.

A good site for dealing with recognising and degilivith CCTV is http://www.rtmark.com/cctv/
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Avoid looking upwhile doing your shopping, wear baseball capsh@uit distinctive markings) for good cover. On aatip
what matters more is whether there is a securigydypresent, as most CCTV is time lapse recordirtgetmonitored later, so
if you are masked up then it is of little conseqeen

Tip 1: when escaping down a street, do not take off dogerioths until you are sure you are out of sigh€CTV, unless it is
going to be too obvious, such as making your esg#pea busy area of town.

Tip 2: Put masks on before getting out of vehicles; @adé¢ them on for the duration of the action (ataldng them off to
scratch itches).

Tip 3: Masks can itch or steam up glasses; so ipeaetearing one before going on an action so yawif it is going to
cause problems.

4.12 Travelling
When driving, pick country roads and motorways, idvigy towns as much as possible as that is wheee gifeatest
concentration of camera is found. Keep within tpeesl limit to avoid being stopped by police foregtiag and setting of
speed cameras. If you are in a hire vehicle — recended — then you will be safer, as police vehicles have cameras
connected up to computers which can capture yombeu plate as you pass and let the police knoheifvehicle belongs to
known activists.

The best times to travel at night are around pabieg hours and after 4 am. This way you fit inhwthie flow of traffic. Some
activists avoid travelling between 11.30 and 4 depending on the nature of the action — suggestisigad parking in a
wood or similar and sleeping until it was time taviel again. Beware of smoking if it is not an aypiate place.

If the police are alerted immediately after theiacthere may not be time to get out of the arspeeially if you have a
distance to go, so again you should consider if sloauld be on the roads at all as you may be nikebylto be stopped in
spot checks. This is a hard call, and the diffeecbetween fleeing the area and hiding it out wiffled greatly from action to
action.

If you do get stopped have a blag story ready —ysayare on your way to a party, or something bali¢e. Being dressed to
look like trouble will only invite further curiogitfrom any police who spot you passing. One teamiig to have two people
in the front who look smart, ideally a man and anaa, with everyone else lying down in the back a tyavel.

If you are stopped, don’t panic — they may not hédneeevidence you committed a crime depending ersituation. It is good
to plan in advance what to do if this situation sleeise.

Something worth noting is that some hire compah#ge tracking and GPS devices on their vehiclagdord where it has
been. This may not be an issue if they are notgytwirtrace back to the hire company though andstiteen hired well away
from where the activists are based.

Tip: Do not bring your mobile phone along as it can &ksa@ tracking device.

A new development is Automatic Number Plate Reciigmi[ANPR]. This technology allows police to mamitpassing
vehicles with a camera and process the numberspleith a computer. If a number-plate is recogniaedbelonging to say a
stolen vehicle or a car belonging to a known astjvihen the police may stop the vehicle. Curretitgse cameras are
mounted in police vehicles. However, the Governnigrturrently rolling out a scheme to convert faifamera to have
ANPR, with the data being recorded at a site indden Petrol stations and supermarkets are alsab®iought into this
network. This will allow them to record every veliavhich will allow them to analyse journeys madesioseveral years if
necessary. More information on this is at httpwsgéndependent.co.uk/uk/transport/article334686.ece

This will only work on legitimate number-plates, cawill not have any effect on bikes and possiblyt Ba vehicles
innocuously registered, or not registered at &ltah also be partially avoided by travelling ooy roads where there are
less such cameras.

4.13 Being chased

It may happen that you pick up a police tail widaving a covert action. Depending on the acti@uy gnay either decide to
accept the fact. However, if the consequencesaieus, it may be worth trying to lose it. Howe\ificult it is, keep your
cool until you are certain that the police are oyga — more often than not it has been possibtalkoyour way out of it.

4.13.1 On foot

Scatter in groups of between two and three, prefgmmatched by speed. Solidarity is all very nibat there is no point
everyone getting caught. Been matched by speedsy@anare not too spread out making you easigpdb-stight groups are
better when moving through the countryside at nightthey stop people behind blundering into sibnatand reduce the ease
of being spotted. Keep your attention on moving maotdiscussing what went right/wrong.
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Different groups should move in different directipryou do not want to be leading the police to bheogroup of you. When
doing preparation for an action run through rotitethe rendezvous point (at least one person shwud actually made it so
knows of any issues not identifiable on maps astbér dangers.

Always have a secondary rendezvous and time in ttés&s necessary. In this case people should hzaps of the area (no
markings) and/or be familiar with where they ard arhat they are looking for. There should als@k#ne limit on how any

pick-up vehicle will wait to pick-up; again this &bout not jeopardising others who have alreadyeatrby hanging around
until you attract attention.

Tip: if you arrive early then waiting hidden until th&ek up vehicle arrives. Check that they have resrbfollowed before
you show yourself.

Hiding may require you to keep your cool especialhen there is someone standing quite literally goel. Gardens, woods

and hedgerows are all good for ducking into. Theikeo relax and keep control of your imaginatifor, example about just

what is crawling up your leg. ltches are a nuisamaeeasily conquered with a bit of practise: they always at the worst just
before they disappear and the desperation to scigiat its highest. In some cases actively fo@isin them does the same
job. Also remember that in this situation your e time becomes greatly distorted, normally mleds time has passed
than you think.

4.13.2 In the car

If you are certain that it is the police and ndiess who are onto you, you have nothing to loosee—chances are that the
driver will cop it anyway, but passengers still bavchance. Try and locate somewhere you can jurinpfdhe car and leg it.

If you are getting chased by workers or others il likely to inflict violence on you, then you mkto attempt to evade

them. We will not go into more detail on that hevat a search on “escape and evasion driving/tqukg” or “emergency

high speed driving techniques” on the Internet shpuovide techniques for evade cars attempting wibuld-be attackers.

4.13.3 Abandoning the car

If the car has to be abandoned, so be it. The paopivhom it is registered to or who have hiredilt still have to deal with
the investigation so if they are not present thegdhto informed that this has happened, but waitHoo late night phone
calls that make them suspects — consider havilygtara where a specific number of rings means teuhit that they do not
answer it. Remember to us a payphone or clean emphibne and not one of the action mobiles. Thengatsn be DNA left
in the car that will implicate the driver and pasgers, but this will take time to be followed uphig situation can lead to
increased monitoring of suspects for a while inltbpe of finding more direct evidence. Be prepdaedhis but avoid raising
more suspicions.

Of course, it may be that the car is registerec@rioaddress or organisation so that the people angehof it cannot be
immediately identified; or it may be the case ttiet car is stolen or newly purchased so that thstered owner is not fully
aware of it being used in the action (such as ecently bought and the documents have yet to géot processed by the
Licensing Agency). Where this approach falls downifithe car is already known to investigators wiave you under
surveillance so know you have access to it. Theatsare that the driver will still be caught.

Some activists have effectively false number pladethrow investigators attempting to trace the dédre often try to match
the replacement number plates from a similar makkeclour of car to the ones used on actions, sanaatic number plate
recognition monitoring does not trigger any aldégg wrong type of car or non-existing number platehicles also have
chassis numbers and other serial numbers whictbeamsed to trace the identity and history of thesteuld it be found
abandoned, even if it has been burned out — thtluggh are unlikely to go to this amount of troubldass they are pretty
determined to get the activists, and even thenay mot actually lead to a chain of evidence. Bugniut the car will,

however, get rid of DNA evidence.

Disclaimer. we do not condone any of these approaches, amddpd as an information service only. Modifyingcar's
license plates is illegal. We encourage peoplestidabreaking the law. Just so you know.

4.14 Evidence gathering tools

Directional microphones can pick up conversationgneif done from a helicopter, so avoid discussthgngs on
demonstrations and when discussing things of ahhiginsitive nature, take great care of where youtdif this sort of
surveillance is a risk.

It is the same with cameras. They do not need tmbented directly outside of your house/work toweching you, and
sometimes the houses of neighbours are used.

4.15 Debriefing
A useful thing to do for a variety of reasons, thlosecurity should be as tight as for planning mgst
EMlIGo through what went right and wrong so you leaomf mistakes and improve for future actions. limigortant to
be honest with yourselves in order to learn fronstake, though avoid attacking each other or puttilzgne on
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people for what was bad luck as that destroys gmagale. A good debrief will help people grow asivasts and/or
show where people are better deployed in futurierst

[FAlWith what went wrong, consider where there are [genpw at risk and what can be done. It shouldreasonable or
useful to expect everyone to take the fall in swolity with one person unless there exists a pigoe@ment to do this.
However, it is important to arrange support forsiagotentially taking a fall so they are not lefeling isolated
which could leave them vulnerable to breaking apging out of the movement.

liTo remind people not to talk about the action, ey with others not involved. People will ward tiscuss the
action, especially if it has been very successfitlis-a part of human nature. A debrief gives pe@chance to deal
with this so making it less likely for them to talk others. If someone feels the need to talk &rrthey should not do
it with anyone not involved in the action, but ailga a meeting with another member of the group.

SElIRemaining responsibilities to deal with should haeady been planned for, but unforeseen circumetamay
have cropped up requiring further decision. Howgseme degree of freedom for different group mesbedo the
jobs allocated to them should be in place. Witk Ithés part of the process should be a matterropli checking off
jobs done.

4.16 Shitting in your backyard
This is a phrase commonly used by experiencedisistivAnd also by paranoid people as an excus¢ondd small actions
near them.

It is useful advice but it needs some interpretat®asically it is not about bring attention to yself on several levels. One
level is covering the environs around your housth ads of political stickers, graffiti, etc asathjust marks out the area as
somewhere to watch and makes it easy for thermibyfou.

It doesn’'t mean you cannot do actions in and arguoudt town; just don’t make it obvious it is cemtraround one particular
street or area.

On another level, it refers to actions with sigrafit consequences and which may even lead to vsition with these sorts
of risks should not be carried out near where yar1 IYes, it may be frustrating to live down theddfrom a particularly evil

company, but if you are going to do something drdstit, then you will be the first one they withcus on. Small scale stuff
is not so much an issue, but the larger scale stuff

If company X has a factory in your town and somegmy paints the wall or glues the locks, thennttost that may happen
(if they don’t catch the perpetrator straight awayfind their equipment) is personal calls by pelictying to find people

willing to talk or to rattle peoples cages. In féds a good sign if they do this, as it shows fihereality they have little to go
on. However, in serious cases, where say someone drmore hard-line group attempts to burn downfdctory, then the

known activists in the immediate area will find itgelves under much more scrutiny and doors mayidked through in

some cases. This is essentially a knee-jerk reattjopolice desperate to find evidence. Howevethéf perpetrator is not
from the area they have much less chance of gettinght.

At some point you are going to make value judgemanid go ahead with the risks. People have got aviysurprising
amounts of stuff relatively close to them by takihg right precautions; however, as a rule of thuimierpret your ‘backyard’
as

The more serious the consequences of an acticiuttier away
from your home you should be doing it

4.17 Conclusion

There is a lot of material in this section, anatawill not be applicable in every situation. Waslt what your security needs
are and what applies to you and your actions. kamgle, if you are organising a straightforward degou do not have that
much to fear and a lot is inconsequential; considbeut making life as difficult as possible for ang investigating, but not to
the point where the demo becomes impractical. kKamgple, you don’t need to set up closed phone nm&svor a demo, but

you can throw a spanner in the works by using ustexged mobile phones or payphones.

Remember, that protecting your privacy and notitggDNA/fingerprints is not illegal...
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5. Security for Demonstrations

If you are a person involved in covert activity safer whether attending public protests is necgssamce you want to be
bringing as little attention to yourself as possibl

Demonstrations are fluid things and it is impossitd guarantee they will go off as planned. Y oudnieknow your law, and
if you are going down with an affinity group thenwneed to go over the various consequences thatanse in case of
trouble, such as prisoner support, and what behasoexpected of the group on the day. There ipaiot causing a split in
the group because one section felt uninformed eady to deal with the actions of another section.

5.1 General rules for demonstrations of all types:

(a) Avoid calling out peoples names; use pre-arrangekhames or generic shouts.

(b) Do not make it appear if one person is more sigaifi than others; group discussions should be dsr@egroup, not
one person going around asking individuals.

(c) Never discuss plans at a protest or hold meetimgsnd them. Demonstrations sound noisy, but divedi
microphones can easily pick up conversations -iog from helicopters.

(d) Under UK law masks can be confiscated under Se@®hA, though that does not make them illegal ashsu
however, the police are just as likely to say @t are attempting to be intimidating and harassingvearing one.
Baseball hats and coats with high collars can laside the face, as can holding up banners in frbgbo.

(e) You never know who is around you at a demo, listgrin or just watching you to make a wrong moves livell
documented that police will send a large groupesie into a crowd where they will incite and/ormitor so at the
end of the day you may find yourself suddenly ae@dy someone who had spent the day next to yducaked
like a fellow protestor.

(f) Avoid carrying ID in case you are stopped and sesdc- police will do this as much to collect iniggdince on who is
going on protests; though if you get arrested amthot confirm your identity then they may use thikeep you in
the police station for longer.

(g) Keep an eye on exits from the protest, so you eawvd fast if need be.

5.2 Evidence gatherers (EGs) / Forward Intelligenc&eams (FIT)

Demonstrations attract police intelligence tearks flies. What they are interested in is recordigr presence, any clothes
that can be used to identify you, and most impdigamho you are with or talking to so they can builp their profile on you.
If you don’t want to be associated with anotheivégttpublicly then don’t be seen talking to thetrpablic protests.

Another function of these particular police is tdimidate through constant photographing/videoiigme times they are
deliberately intrusive into people’s faces and\ti¢is as a way of winding people up and so they @amonstrate their own
power.

5.2 Cameras

Photograph/video people acting suspiciously, rdogjiaviour by the police and any arrests they m@kee this is done, take
the memory card or film out immediately and pads omeone else. Put in replacements. If the pasiée people photograph
their illegal actions they have been known to tatiye photographer and destroy the evidence.

Avoid taking photographs of fellow activists, esipdlg stuff that may compromise them. It is greahiave action footage, but
not at the cost of someone’s freedom. Always respeguests to stop using camera, and never asshaheydu have an
automatic right to video. If in doubt ask first.

In the UK the police have the right to seize camdrghey thing they contain evidence, a power t¥epeen known to abuse.

5.3 Travelling to demonstrations

If a car is stopped on the way to or from a protiestk away to hide faces. If passing a police gtehiduck down so they do
not realise that it is a car full of activists +tesf they are on the look out for vehicles packetth woung people to stop and
search. However, with an increased use of autonmaticber-plate recognition technology there is aléecy to focus on
known activists vehicles. If the vehicle you areégularly goes on protests then it is far moreliiko be stopped.

Likewise, consider if putting up posters on yourwindows whether it will be drawing unnecessatgmtion to it, especially
if they are left up while the car is parked up.sTts not to say don't do it, but if you are up eémngthing you do not want to
draw attention to or are in a vehicle with an ias®d chance of being stopped, then do not makasibtoo obvious.

Try to avoid going to and leaving a demonstratigrobeself as you leave yourself open to being sachby the police who
see it as an opportunity to intimidate you fromrgpio further protests or as a way of arresting gatiof sight of witnesses.

5.4 Debriefing

If a protest does not go as planned and therehsaay-handed reaction from the authorities, itaedyfor people to debrief
afterwards, even if it is only in the affinity gnesiwhere it can help people understand each otbacsions. This is important
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psychologically, and for being able to work togetlshould similar events happen again. Violence bawe hidden
psychological effects that find release in drugd alcohol consumption or depression if not dealhwiy discussion.

If people are suffering from depression or othdrdat from assault or other issues following oarfr a protest turned violent
by the state, then it is important they are lookatifor and helped. This is as valuable a pris@ugport, and people should
not be looked down upon for feeling bad about aasibn out of their control. The Activist Traumaogp is a grassroots
network which exists to help people suffering afinfis of trauma — for more information visit www iaigt-trauma.net

5.5 First Aid

The state and other opponents can resort to vieleswit important that there are people around fiist aid training. There

are groups offering free training and online researso check them out. Depending on the natur@wf group’s activities,

consider paying for someone reliable to be tramedand ensure that they are not put in positionsresthey are unable to
help others. This is particularly useful if you @mgaged in confrontational actions or hunt sabbdmgpther use of first aid is
how to deal with tear gas or pepper/CS sprays.

In the UK, the Action Medics group (www.actionmeglimrg.uk) provide first aid training for activisend are often present
on the larger mass actions.

Self-defence training will also teach you how tketand/or deflect blows so they do not do as mahatie. Often what you
need to know is simply how to hit effectively souycan get a good head start when running away &quatentially violent
situation.

5.6 Dealing with Provocateurs

If you see someone inflaming a situation beyondrerhy@u are willing to go, then get out of thereydiu are confident that
someone is a provocateur then call them out, bwalewhat consequences your actions may have, iaipéicthe crowd’s
mood turns ugly.

Do, however, alert people around you and get petmpfghotograph their actions as this may help genaictivists when the
come to court.

If you don'’t feel confident about outing the proateur, consider following them discretely, and pigoaph them, especially
if they are later seen talking to police or evettigg into a police van. Then let campaigns knovit asay help other people’s
court cases.

Infiltrators have been known to attend demonstratidoth to stir up trouble, justifying police oppsion, and also to gain
reputation that is useful for worming their wayadrdther groups.
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6. Personal Security

As with all security, tailor your needs to yourians. There is no need to go to extreme lengttigaif is not called for. If you
only do very fluffy actions and hang out with likeinded people, you only need basic security, donead to implement
every measure possible. If you are doing covertast then you need to take much more effort.

A rule of thumb is that the higher the risk, thevéw the profile you want to have. For examplenifdlved in covert stuff, you
do not want to be attending demos or getting ingdlin public disorder situations where arrests teag to your house being
raided, or simply more attention is turned onto.yPating high profile people does not help eithéhink about where your
priorities are. The lower your public profile thess chance you have of appearing on the state&y @l encourage
investigation of yourself.

A mistake well known activists can make is to digsar suddenly from the scene, while remaining intaxt with other
activists: it sets alarm bells ringing. If you &y@ng to disappear underground do it gradually.

The main threat to your security is how much ofrefife they can build on you and your network ohtaxts. The police

regularly monitor new people on a scene or in admactive group so they have an idea of who theyaaud whether they
deserve further attention. This basic monitoringoistine, and people often make the mistake ofcim@iit and immediately

assuming that they are in trouble or their do@hisut to go through any moment. The reality is toat have just appeared on
their radar and they are doing a bit of backgrowgsgtarch to find out more about you for the future.

Another reason for carrying out surveillance isctmfirm information that they have received fronmeat sources, such as
phone taps and grasses. For example, that yoy ezallon the way to a family funeral, and thas indt code for an action.

It is unnerving when it first happens to you, beeg your cool, don’t do anything rash, just be anafrthe situation. Panic
only gives the impression you have something te il draws more attention to you.

Knowing that you're under surveillance or that ytnause may be bugged may have a psychologicalteffes a horrible
intrusion on your sense of space and personalDiém't bottle it up as that makes the paranoia wofalk it out with fellow
activists and work out ways of dealing with it.ist good to remember that you are being bugged awigrusurveillance
because you are been successful and being suddesshat counts. Also if you play it right it iopsible to outwit them.

6.1 Dealing with the police
The police, in our experience know less than theygmd to. We have found it much easier to exgeantto know something
but not to let it rattle us if they use it.

A common trick is to use your first name, or toildetately let slip some personal detail about y@o conversation. When
you think about it the information is often preftynocuous, and simply shows they have been doimgesbackground

checking — frankly, so what? Ask yourself, why #rey doing this? Why else would they admit theybezn checking up on
you, and basically doing their job, unless they warrattle you? If they were doing a proper sutaate job on you, they are
not going to be letting things like that slip. Rathhey are either trying to frighten you off thgbhuparanoia, or scaring you
into making a mistake. Stay cool, don't get ratteedl evaluate just what it mean in the light of iWwau plan to do as an
activist. In our experience, it generally amountséry little.

The state is looking for two main things about ygaur beliefs and your network of contacts. Thatwhat are you up for
doing, and who are you likely to be doing it wiBtate intelligence is not generally directed avieg a particular crime but at
building up a database of knowledge, so that wiemeshing does happen they know where to look sitagay before the
evidence has time to be destroyed.

Evidence gatherers at demonstrations are a comeaiaré, and people get quite nervous about thestaat photographing
of people. However, if they were simply recordinguy presence there, they'd only need one photogréfiat they are
looking for is who is doing the speeches (in thejes an indicator someone is a form of organized) \aho is talking to
whom. It is the latter they are most interestedam|jt allows the network to be built up of whdrigndly with whom. Next
time you are on a demo, watch the way they moveveortt; look at the people they are photographind wahat they are
doing.

On a personal level, your opponents are just gsigioed as the rest of society in stereotyping ow Ipeople dress. If you
wear radical t-shirts supporting underground groapgrovocative political slogans or a dresseduagitcombat (to project a
‘hard’ or ‘activist’ image) or ‘punk’ clothing, yowill to stand out.

Clothing and appearance is important, but if yaigoing to be a serious activist, standing oubiething you should avoid.
It is nice to be an ‘individual’, but if you are itig stuff which attracts state attention why helprh mark yourself out?
Unfortunately, we do not live in a utopia so adtsiserious about what they do, will have to makedacrifice. The idea is to
blend into the society around you. Dress causaligveryday clothes with ‘normal’ hair as if you wean ‘everyday’ member
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of society. Itis all very well to debate the natwf what is ‘everyday’ and ‘normality’, but theality for a covert activist is
that the stereotypes are generally quite cleasetlikebates should be put aside for the practiality:eYour aim is to get away
and continue being active, not bringing attentydurself but to your cause.

A person with a green mohican is very easy to ¥ollmound. Even wearing a distinctive jacket eveyyidaenough to mark
you out, and make you much easier to follow. Dé&seg regular clothes worn is much easier to do tteadescribe faces
unless there are other distinguishing featuresrdséaarticular glasses/hair style).

If the state does mount a serious surveillanceatjper against you, the chances are that you argoiog to know. However,
a common mistake of the paranoid is that this goesgainst everyone all the time. The state sirdpbs not have this sort of
resource — that sort of budget is kept for the fEdipey see as genuine threats which in turn cofmes studying their
previous intelligence and from inside informatidnless they are really out to get you, you are niiedy to be targeted
intermittently so they can update their files omyand by low-level coppers who give themselvesyawahe prepared eye.

Being approached to be an informer is always aipitigs and should not be discounted even of veegsoned activists. For
what to do if you are approached by the police weommend the article on the freeB.E.A.G.L.E.S. \tebst
http:/www.freebeagles.org/articles/grass.html

6.2 At Home
Below are some techniques and advice for protegtingself at home. The way to approach it is toyaskself, “If the police
came in now, what would they find which would pu at risk?”

The other rule of thumb is to never discuss angls@ansitive in your house. Going out into the garttediscuss stuff is not
safe either. Even if they have not bugged you, thaike the risk of letting them know what you oheats are up to.

If someone calls around to let you know about amaping action or to arrange a meeting to discussrnsitive issue take a
walk, preferably in a direction you don’t normatbke. If you use the same route regularly for semsdiscussions consider
changing it. Leave mobile phones in the house.

6.2.1 Control the information in your house
Burn your rubbish, personal letters & bills. Thesatain a lot of useful information about you, ybabits and your contacts.

Have a process where you do not leave stuff suemeslopes, notes, samples of your handwritinglyitg around, where a
grass close to you could read or pilfer. For examiplyou are in the habit of noting mobile phonenbers or email addresses
down on scraps of paper gather them up reguladydastroy.

Depending on your background, situation and thereadf your activity, consider whether having aagical literature is
necessary to be there. If you are not well knowaaing independently, this sort of material isueddle evidence showing
you have interest in the movement/campaign/etc.

Diaries are a bad thing, even if well hidden. dfithink of a good hiding place, you can be suat ylou are not going to have
been the only one and that people who specialisestigations are also going to be aware of it. Tidtudes behind pictures,
under boards, in cisterns, tapped under cupboBrslde cushions, etc.

Saying that, if it is a raid by low-level coppelhen there is a good chance they will over lookfstufertainly we have heard
enough stories of police missing the obvious. Wieat need to do is consider the balance of outcentesw likely you are to
be raided by the sort of agents of the state whvkivhat they are doing, against the risk that imfation is to yourself.

Any risky information should be put on a computeskdand encrypted using PGP and stashed, so ayleasave a chance of
keeping the information out of their hands evethdfy get the computer or disks.

Do not give your car keys or house keys to othepfgeunless you particularly trust them.

6.2.1.1 Preparing for a raid

If you suspect that you are going to be raidedoates stage — for example an action has gone wranggroething big has
happened in your area so the state is being veisitive - keep all sensitive material in your Beuogether so that if you
have to remove it in a hurry, you are not wastimget searching for that elusive but damning pieceayber. Planning a
process to deal with the risky information in ydwuse will make this much easier; it helps prewent loosing material and
gives you a greater degree of control over it.

Remember, if you are being watched any panickyoaoill be noted, thus bringing further attentioouyself. This is one

reason why police knock on activist doors — they ki@ow you are not going to tell them anything, Babey can rattle your
cage enough so that you slip up then they may legetalyet something on you.
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Tip: If you do get a visit do not start ringing peopigolved in your action or similar, as the phoaismade after a visit will
receive more scrutiny and may indicate other peaglbeing worthy of attention.

Sensitive material should be removed from your koois a regular basis in a calm manner — not fuytivehis does not
prevent you from practising counter-surveillancehtéques, but do so discretely. Any sensitive niaté¢including anything
relating to the target, even if it is simply leafl@n related issues) should be dealt with befaraction, not after. This goes
for simple stuff as well — a magazine from Greepezan and will be produced as evidence to shoiwythaare interested in
anti-GM issues and inferences can be drawn froasftecially if your target happens to be mentidanet

If you get wind that something has happened andsyspect you may get a visit as a result, stay ealdprioritise what you
need to get out of your house. Get friends to @alund and take stuff out for you, or ‘take backitipossessions’. Again
planning for such events and having safe placesizatill make all this easier to deal with on theeyd- in the middle of
surveillance and knocks on the door is leavingitate, and you will not think as clearly — plusuyaontacts will not be
pleased at the sudden attention you may be bringiagnounced on them.

Depending on your location, you may actually beeablleg it — as in one case where one activiathiouse about to be raided
grabbed the computer and legged it into neighbgugardens, getting out of the area safely.

Even if you don’t have anything to worry about, eral-wise, in your house, the attention from tlodige is unsettling. Often
(though unfortunately not always), such visits siraply to rattle and intimidate you; as such thegudd be treated more as a
statement about the level of their intelligence aimel evidence they had. If their intelligence wastipularly good they
wouldn’t be stopping by to see you for a friendhat; but dragging you to the police station foesslfriendly one.

If you allow it to panic you into paranoia or ineétiveness, then you have let them win. There etigists who are raided
almost on a regular basis, who still continue oimgwery effective actions.

6.2.2 Phones, computers & emails

Clicking and whirring sounds or feedback on youomds does not mean you are being listened thohghgh it may be that
they are acting to make you paranoid. The redityat if they want to listen to your conversatigos are not going to know
about it. The same is true for emails and mobilengls. Basically, never say anything on the phornewauld not be prepared
to stand up in court and admit. Never plan anythliugr the phone you would not want your opponemtgarn of. Remind

even experienced activists in case that it is fearchow covert the action is to be. If you areireted do not be offended, it is
just good practise and nobody is perfect.

Even if what you are saying is not illegal in ifsehink about how much it could be used to buifdaipicture of you and
others which would be useful to their profilingauftivists.

Places like GCHQ in Cheltenham monitor every phdart and email communication. This is achievedsbphisticated
programmes that do more than pick up on key wdrdsalso put them into context. It is not infaléblbut it is something to
be aware of. Using codes can work, though in oyeggnce they will sometimes check up these cot@ies. The best
advice is to avoid planning stuff over the phond amail depending on the seriousness of the agtivit

Some activists recommend using a programme cakgdes if you have broadband, to make phone cakschvallow them to

be made via the internet. Its usefulness hereatytbu do not have a phone bill listing the peogber have been calling.
However, one must be aware that it will not defaags in your house or on your computer. It is, eeommend, a useful tool
for low-level security that hampers their effordsbuild up a profile of you (plus being cheapent tve would not rely on it
for anything more risky.

For email, use PGP encryption for everything. Theerpeople who use it the better. See elsewhera figiter description of
email security.

Remember, the phone and email are useful for fatiiig and initiating stuff, but they do have thiaitations.

The phone can also be used as a listening devicéake care talking around them, whether landlioesnobiles. And
remember, you never know what your guests are iogrrgs some activists found out when targetedrigetcover reporters.
Finally, whispering on the phone does not work.

6.2.3 Mail
Mail is easily opened and read. Some times it isedeery obviously, other times not. One sign toclabut for is malil
appearing in a bundle every few days. Anothergsila tears on the flaps.

When sending mail, glue or Sellotape down the asrioé the envelope so it is harder to tease thertebut (done by using
tweezers to wrap the letter into a thin tube that be pulled out. Also secure other seals on ttterlso they cannot be
steamed open. Envelopes can also be made seetthusimg special sprays. A useful way around songedhthis is to use
birthday cards and the like to enclose the actedsage.
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However, there is generally little way of knowinfjwehether it has been intercepted or not, so dauttanything in letters that
either incriminates yourself or others.

An old trick (though less common now) by securigyvices was to write letters pretending to be saoraesse in the group, or
another group, to sowed seeds of dissent, so beeafauch tactics. If the language in an emalketier is not characteristic
of the author, question if it is genuine. If in dburing up the sender and ask them did they vitit€rhough be aware that
some people do have genuine issues, and it doesewt they are being deliberately disruptive.)

When posting stuff, most of what was written inypogis sections applies. Anything sensitive sho@dlbne well away from
your area. To write letters securely and anonynmosesé the separate article at the end.

6.2.4 Being aware of intruders

The State can get into any house if they wantdahey are fundamentally insecure. Of course, if goe doing nothing in
your house, then this is not a problem. It is anaanfortable feeling but one activists need to le@rfive with in order to
achieve their goals.

There are few locks, if any, available to the ageractivist, which cannot be bypassed. Howeveroifr lock suddenly gets
stiff or develops dodgy mechanism it could be tigg ©f a ham-fisted lock-picking attempt. Check faw scratch marks
around the edge of the lock but ensure that theyganuinely new and not that you've never lookexbally at it before. It
could also be a simple failure of the lock, so Idok other evidence to back up your hypothesis fgefdrawing any
conclusions.

Keep your house clean. It is much easier to séngauive had an intruder if it is, as you will beone in tune with the little
things that have been moved. It is a psychologiiab.

On windows and at other strategic points leaveyarlaf dust. Thus if they've been disturbed, itlvglave trails, or else be
wiped clean if they noticed it.

The problem with leaving markers which may be distd is that by entering the room/opening the dgoy may be
disturbing them as well, so it is impossible td vahether it is you who has upset the marker or Wotrick some suggest is to
stand a cigarette on its filter and light it sbutrns into a column of ash. Anyone walking by wiBturb it, and it is impossible
to replace (unless they clear up the mess and again). The cigarette also has to be placed soer@wmmot completely
obvious and also in a position where you enteringdt going to disturb it. If using these sortdesfhniques do test runs to
ensure they work properly and do not give falsdtpes.

Hair stuck on with spit is not particularly effeai as the hair can fall off as the spit driesand your movements disturb the
air in the room.

Alarms are a more expensive solution, but again footproof. They will stop the basic attempts, tagainst more
sophisticated attempts they will fail, especiaflyou do not know what you are doing when it cortesetting them up. If
you are expecting intruders, then it is best nohawe stuff of use for them to find in the houseoffice in the first place.
Certainly do not leave sensitive material lyinglard.

Tip: possible hiding places are in bags or jar®otl, but will not fool everyone.

6.2.5 Being bugged

Police (and private investigators), either throggkert intrusion or during a raid can put bugs @aityhouse. This is why you
should never say anything there you would feel ppgaabout defending in court, that would give awégns for actions, or
would implicate yourself and others. Or indeed go#sat could be used against you.

Bugs come in a variety of different forms and sizesl can be highly sophisticated. Most are now er@ctivated and
designed to blend in well. Old tricks such as ragnivater and having loud music on in the backgrowitichot necessarily be
effective against them. As well as breaking iteotways of getting bugs into your house (or offisethrough ‘guests’, new
appliances which have been intercepted, and @fime offices have a policy of meeting people awasnfthe office which
will deter all but the most determined attempt tig lyou (who will simply break in)

Long term bugs can be hidden inside telephone®kautkical sockets where they can tap into the sieinas long as needed.
Others are battery operated, and have a limitedsfian. They can be hidden anywhere — cupboardshdmdboards (pillow
talk is not safe...), sofas and in numerous othergdaincluding clothes. They can also be embeduedjects such as cups,
lamps and such like. An old favourite was in thastof doors.

Recovering the data is the main issue with bugs, ith how do the police get the information ba8kifne store information
and need to be collected at a later date. Othdrgramsmit it to a nearby receiver. The formee &arder to detect and tend
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only to be found during renovations. The latter @asier, as they use radio signals to broadoasnfibrmation, and thus can
be picked up by scanners.

A search checklist

Open wiring points and check
for devices being attached.

Lift up carpets or probe their
surfaces for bumps and wires.
A common place is the edge of
carpets at walls as they are out
of sight and easy to put in.

All air / ventilation ducts.
Ceiling panelling

Window frame mouldings for
removal, pinholes or wires.

Look for pinholes made in

walls, etc.

Check the tops of doors, their
frames and even inside door
knobs.

Behind pictures

Drawers including their frames
and undersides.

Under tables, chairs & shelves.
Devices attached to lines
outside of the house.

Use UV to detect if there is any
changes in the paint.

Check the back of furniture,
including looking for places
where it might have been cut.
Stereos, TV's and other
appliances.

Mattresses and pillows
Curtains, especially those with
lining.

Vases, plant pots, books.

6.2.5.1 Scanners

Scanners are simple devices that pick up on radouency transmissions; they can be bought in sfeogs Maplins) or over
the internet and are not illegal to have. Follow ittistructions on using them correctly. Normal pis&cis to go over the house
with the scanner about six inches from the walljlevtalking constantly. Many bugs are voice actxbto as to conserve
power so unless there is something to activate titemay not be transmitting at the time you ar@nsing.

There is a major problem with scanners in that thidlyalways be one step behind the bugs themseM#®n bug detectors
started being able to detect transmission freqesnai 2GHz, bug manufacturers simply upped thestréssion frequency to
3GHz. The real high-tech scanners cost in the ¢térthousands of pounds and require professionatyperate. However,
police and other investigator may rely on olderipment depending on their own budget constraints.

On one hand, many people still use bugs that caiow®l by over-the-counter detectors so they cafobed. On the other
hand it can lead to a false sense of security,rambving bugs can encourage the surveillance pdoplise more effective
techniques. If one does find bugs your other sgcprocesses should protect you sufficiently anyway

On a personal note, being bugged is disconcerttndoes feel like an invasion of privacy. Howeviéryou are mentally
prepared for it to happen and are taking sensitdegutions then it is really of little concern thlagy are listening in — for
what they actually hearing? A way of turning itand is to consider it as a 'fuck-you' back to th&¥ve often leave them in
place and simply get on with our lives and takiotican.

6.2.5.2 Your Car, the Garden & the Environs

Many people will assiduously check their housetfiogs, but then forget to do the car, garage, gaaddreven local environs
where it is obviously ideal for meetings such asmlavooded areas and parks. All these have beenrktmbe bugged so it is
worth checking them — especially the car and gar8emnilarly phone boxes in your immediate vicinity.

With the car, good places to look are:
* Inside:roof insulating, glove compartment, under seatsdowin the back of them, head rests, under the dastib
e Outside bumpers, wheel wells, underneath, exhaust pgrggine and boot. In more obvious places then ithadlye
device is smeared with grease and dirt to disgiliddowever, several have been identified by mesasimply
coming across them as being simply out of place.

Other devices used on cars are infra-red refledipe and chemicals, both which enhances someilkamee cameras and
help identify the vehicle. The chemicals can beaead by washing. The tape is white or transpataritjs often on the back,
near the top.

6.2.5.3 High Tech Surveillance Equipment

Even if you are sure that you are not being buggedr enemy can still listen in on you. For examffl¢hey find out you are
having a meeting around at your house they canlgipgyk up and put a long ranged directional mitwape in its direction,
which can pick up on conversations through walls.

Mention is often made of lasers being bounced ofdews to listen to conversations and read the atstef computer
screens. We have not actually encountered anyowehab experienced this, though we have heard hieatjtality is often
pretty poor, especially with closed curtains anel¢bmputer facing away from any windows. Also,adliyare taking the right
security precautions, you will not be saying anythin your house which would compromise you in pkalike your house.

6.3 Your area and neighbours
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It is good to know your neighbours, in terms of whthey are and where they live. Be friendly witlerth even if it goes
against the grain. You don't have to tell them wwoe politically active, though in some cases it aatually be an advantage.
Neighbours have been known to successfully raltyiad activists who have got into trouble.

Neighbours (and likewise work colleagues) can Isewrce of information both for you and the polibethe past the police
have been known to approach neighbours, in paatidhle ‘curtain-twitchers’, and pump them for infation on you and
your activities. Some go further and will provideetpolice with detailed monitoring of you or evdiow them to place
cameras in their houses. The police may tell thghfurs outrageous lies about you in order to carevthem to co-operate.

If you are friendly with neighbours, then you cackpup on people approaching them to ask questbosit you, and they are
less likely to cooperative with or believe your emes. If they do believe them, you can pick up lbase who have been
approached by the change in their attitude.

In one case an activist found out that there waaraera in the flat opposite them because the lashdibthe block of flats
was unable to keep the secret and it found itsimayfriendly ears. Another discovered the videsrted on their door when a
neighbour tuning their TV picked up the imageshaf tront door.

It is good to know your immediate area well. Drggvaumap of the windows around you and keep an pyhem. Put faces to
houses and windows. Watch out for windows that néee lights on, or curtains that never shut fbily where there are
people entering and leaving the dwelling. It is aatefinite sign of being watched but somethingg@aware of.

Knowing the faces is also good, as if they turratipn action or where they shouldn’t be you willdide to recognise the fact
straight away. This is not common, but has occadiphappened.

As with being bugged, being watched need not bentheeh of a threat if you are taking the right s@gprecautions anyway.
At the end of the day, those watching you haveetorgsults and have finite resources. If they cgettresults from bugging
and monitoring your home then they will not keepptforever, or cut back on the time and effortngpm it.

One final tip for your neighbourhood is to get twolv your estate quite well. Watch out for cars bgwarked up in unusual
places, or at junctions at the end of your roadrevtiieey can watch which direction you are comingajwour house. Often
these cars will be non-descript, but other thanpirson sitting in them for prolonged lengths oidj things to watch out for
are lack of dealer tags, new tyres and extra aetalen if people are sitting in cars with theick&to you, they can still be
using the rear view mirror to watch. Likewise watdhicles are not hard to set up so are also usafglurveillance — keep a
close eye on what they are up to and which houssare entering.

What has been found useful by some is when chedkihgy have a potential tail, whether at homeoa meeting, is for one
person to do a quick walk, using the excuse ofngkiut a dog or going to the shop, to spot if amy@nsitting around in a
likely car. This should be followed up between @50 minutes later to see if they are still thdites is not proof in itself, but
it is worth noting the cars make, colour and nungiates so that if it appears later it can be imiatety clocked as a tail. If
you strongly suspect a van or car is being usedtioveillance on you, stop to tie your shoelacet t@xt and have a good
look at it:
SlllAre the tyres too good for the model?
Sll's there a collection of maps in it?
SllHas the details of the garage it was purchased torthe back windscreen been taken off? Similartydetails on
the license-plate.
SlllAre their extra aerials attached?
SllIDoes the vehicle or its occupants turn up in offtleces you frequent?
Sl the vehicle says it is part of a company, rihg tompany to check that it is genuine (you canauseryline such
as it is blocking your drive and you want to conthe driver).

Again one of these by their own is not evidencet, they all play into the pattern you are watching éor. However,
sometimes you will get clear markings that it st@e-owned vehicle such as saying 'Police' otethlisc.

6.4 Your Vehicle

Your car is a very useful way of tracing back tayand building up a picture of your activity, esipdly if the car is used for
group activity. A useful technique for minimisinigig is to regularly change ownership of the vehi@enerally you can do
this as often as you want. In the UK a vehicle caly be registered to a PO Box if it is in the naoh@ registered business.

The State, as a rule, is very keen on who drivéngehbicles are, as to their way of thinking it igpasition indicative of a
leadership role, and also useful people to takenoaider to cripple a group.

6.5 Self Defence
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Security also includes protecting yourself from sibgl harm. When out and about being active yolenk&mow what sort of
nutter is going to attack you, and that includesaged security guards, hunters, etc. Learning abf@sic moves on how to
break out of grips and disable attackers long ehdagyou to get away is important.

Many self-defence courses will teach you what yeadto know.
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7. Surveillance

Being put under surveillance is a fact of life foe political activist. It is actually a sign thadu are being taken seriously so it
is not always something to be concerned abous. ¢ertainly not being paranoid to think it could/@ehappen. It does, and
much more regularly than is supposed, though rteihah a systematic manner. There is no basic gt stops you from
being put under surveillance, so relying on the ¢ahe fact “you are not doing anything wrong” aceprotections.

In the following we deal with how to detect and @éeasurveillance when you are on foot or in a vehikhown as “physical
surveillance”. We will not go into technical appcbas here, though they are often an integral gaatsurveillance operation
as well.

There are several different reasons to be folloWéeé. main two are intelligence gathering and toviidate. The latter is dealt
with at the end. The third category is because @i suspected to be involved in criminal behaviand the police or
intelligence services anticipate stopping an actiepending on which situation you consider yodrselbe in, then that
should feed in to how you react.

All activists, and even individuals only conneciad the periphery of a group or campaign, will beclad at some stage,
including active surveillance of their lives. Theim purpose in doing this is to build up a probie people so there is at least
a basic file on you (e.g.. name and up-to-dateesddio go with a photograph) and so they have d @ how you fit into
the organisation or group they are targeting. Alst avhether you are worth a closer look (a reasonlevbe hanging out
with other activists who are known to be involvedcbvert actions or organising). High profile aidts, especially outspoken
ones, will be under regular surveillance as a matteoutine. Most others will have periodic sutlaice as the State seek to
update their intelligence and profiles. The mistaki® think that surveillance only happens prmattions or arrests.

Of the people who are likely to follow you, there &vo approximate categories:
a) The professional with money and resources behiathtfThese can be either private investigator workam a very
big corporation, or skilled State operatives frdma intelligence services.
b) Everyone else, which includes your standard priiratestigators or police officer who has had minitnaining with
limited resources and time.

The latter is generally easy to spot once you@kihg out for them. Tailing someone is much hattian you would expect,
especially if the person being tailed is taking swgas to spot or lose any surveillance. Many paime simply follow openly
as they are too visible to get away with it, angirthim is often to deter rather than arrest.

If you are the target of a major operation therytivdl throw far more resources your way which maldetection far more
difficult. For instance, it is rare for just onerda be used. In one operation 14 different vekielere involved in follow an
activist’s car along a motorway. For the profesalpsurveillance is just as much about not beirtgated as it is following
the target. Being followed by professionals is vieayd to detect. It can be done, but it does regeiifort and planning to be
successful. Professional surveillance teams amtyria counter-measures so if you are in a sitmatiere loosing them is
important then it is not going to be a trivial ecise. The problem is that as you lose one tailtt@racoming from a different
direction can pick up where the first one left-eféven easier where you are following an estaldigiatern.

However, our experience of surveillance on actvistlicates that those doing the tailing have feneeources available than
is ideal so can be spotted with many of the tealesgve discuss below.

The main question the activist needs to ask tharaset how they want to deal with surveillance.sTimay have significant
consequence both for the reaction of the surveiddram and the campaigner's actions. If you ar@articularly engaged at
the moment in activities you would rather the stitenot know about, or they are simply doing roatsurveillance to update
their files, then we suggest, as a rule of thurhbf ¥ou do not let them know that you are awarstekd, avoid drawing
further attention on yourself and focus on confirqiwhether you are actually under surveillance @r Bave active anti-
surveillance activities for those moments when gead to confirm that you are indeed not being fodd before potentially
compromising yourself or an action.

If you are dealing with relatively amateurish tailsan be quite empowering and fun to run ringsuad them to the point that
they give up.

This depends on what you are doing and what sarapfpaigning you are engaged in. If you are the &foactivists who is
well known to the State this is more appropriatieawéour to engage in, than someone wanting to kergtatively low profile.
Often, surveillance from demonstrations is for llidence gathering purposes; that is, to identi&ople on the action and
where they live for future surveillance. In thissealosing the tail makes their job much harderhy @ive them intelligence
on your group on a plate?

In some cases police openly follow activists tau$ an event so losing them becomes useful; sdntieectechniques we
discuss below on an anti-surveillance are alsoiegigle to dealing with this sort of problem (thougls also useful to be a
decoy if you have the appropriate profile).
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One advantage of confirming a tail is when you éoactail to expose themselves or making them esalisey've been spotted
(known as “burning”), then you destroy their use&sds as a tail so taking them out of the pictue siretching the limited

resources devoted to you even further. Undercouokcegwill get quite freaked out at attempts to fypaph them, as when
their pictures are published it destroys theirigbtio continue as an undercover operative. Thobgtcareful as the police
have been known to raid houses/offices and seizpegnt solely for because of this, so take care.

Using anti-surveillance techniques on a non-prafesd tail can encourage them to learn from theistakes and become
more cautious in future. They will be better preghto handle other counter-measures you use ifutbee as well. Thus, if

you are planning to burn a tail then it is bestltoit properly to make sure they do not come batks is always a problem
with anti-surveillance. It also encourages the mam&teurish surveillance to brush up their techesggp it is harder to spot
them in the future, and it brings attention to yamlir so encourages the use of more sophisticatect&t

Like most things relating to security, awarenessuofeillance should be part of daily life for dipoal activist. Developing
your skills and instinct is very important here. Wyean develop your observational skills withoutnigeiunder actual
surveillance or without having to act evasively.th\fersonal security, your instinct can help yotedeif there is something
out of place in your environs which you need to plser attention to, the same goes when you argng@round. What
starts as something unnatural and awkward at et@rtually becomes second nature and you bareigentite fact that you
are scanning an area for vehicles and people wdhouatr of place. It also means you appear more aatdren doing it, and
less shifty.

Also, like other matters in security, it is not thert of thing that you can stop and start withvatm. By the time you have
noticed surveillance, the chances are that if Hreyat least semi-professional about their johy tieve probably already been
at it for several days and you are behind in th&esd. It will not be hard for them to move up torensophisticated methods
while you are still trying to identify the surveitice team. Surveillance will take place over maaysdso it is useful keep
what you've noticed in mind (or make a note to menyou) in case the same face or vehicle does ajpg@én at a later stage.

Similarly, you need to beware of being unnecessadranoid when it comes to detecting surveillarcsuspicion that you
have seen a face or car before is not evidencegbnthat you are under surveillance. To be sure hyae to wait until
evidence builds up until it is conclusive. Thigjuges that the activists is being constantly obeetr and being pro-active in
singling out faces and vehicles to pay closer #tiario. Or that you take active anti-surveillamieasures to force their hand.

Another situation to be aware of is where you aeparing for an action. Suddenly looking over ysboulder and acting
erratically may give them the impression that yoe @p to something so deserve further attentioiis Bhwhy surveillance
detection techniques should be employed regularbven if they are monitoring you they will seastbeing part of your life,
and not sudden changes. Plus the more you prdabtcenore discrete you are able to make it, andrtbee you develop that
all important instinct.

When you do undertake anti-surveillance technighase it planned out in advance. Make sure itasigint through, and you
know what exactly it is you are looking for - “ahyig suspicious” is not good enough. Furthermoawgeht ready so that they
are not expecting you to take that sort of actkor. example, travelling down an obscure road tightridefore an action is too
late as if they are watching you then you are giging them time to prepare for when you do it ag&uch anti-surveillance
routes should be planned well in advance, and etlead what appears to be part of otherwise ndteteviour (e.g. visiting a
friend or going for a hike), and it is best to haeweral ready.

Our final point is that surveillance is also statitouses nearby you can have people who will leberas and men be
established in their front rooms so they can monymur coming and going. If there is an empty fiatmay well have a
motion -sensitive camera taking a photo of everyentering or leaving your house. This has been knowov happen.
Stationary vehicles are also used, though moreoolgvi

Given the variation in experience of surveillanearhs and of local geography, there are no absnollége when it comes to
dealing with the issue. Everything offered is glires and there will be times when they do not ggplyou need to think in
different ways. Thus the following sections areididpd primarily into vehicle, foot and static sulaaice. These are further
divided in to urban and rural situations. Sub-hegsliin these are passive, active and anti-suraegldechniques, that is in
each given situation we start with passive obs@maechniques, move on to more active approaabresdnfirming that you

have correctly picked up your tail, then tacticshomv to lose them if you so wish. To make it egsier suggest that you first
familiarise yourself with the following glossary.

Glossary
Target the person or vehicle under surveillance. Alderred to as the@rincipal.

Surveillance Teanthe group of people carrying out the surveillanoethe target.

Commandthe member of the surveillance team who hasatget in sight and is doing the active tailing.
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Stakeout baxwhere a stationary target is surrounded by theedlance team to be ready for when they move asfto
monitor their activities.

Trigger. member of surveillance watching house or statipterget, waiting for them to move. They initidke actual tailing
though they do not necessarily do tailing themselve

Pick-up the point at which a surveillance team membewanicle beings to follow the target, normally bedognthe
command at that point.

Counter-Surveillancethe use of a second team to locate and ideftdge putting the target under surveillance.
Anti-Surveillancetaking action to lose a surveillance team.
Passive measures used to identify surveillance withowtngding your routine or patterns; avoids alertingysillance team.

Active taking measures that will allow you to identifyregeillance that involves the target taking evasiveasures. Can be
overt or covert depending on whether the targetsvemavoid alerting the surveillance team or not.

Target Pattern Analysisa study of the target identifying their habitglasther routines, allowing for easier surveillance.

Expose if a surveillance team member or vehicle is Vesito the target, then it is said to be exposea: fEinget may not be
aware of their presence.

Burn: a surveillance team member or vehicle that hes Ipesitively identified as a tail by the targesésd to beburnt

7.1 Preparation for detecting surveillance

The core of surveillance is target pattern analyBigt is, the routine and habits of the targed,ghrson being followed. This
covers many things, but in particular stuff suchwalsat are the regular routes taken to and fronsgdadriving style, who

they visit and so on. What they are seeking tosd ibe able to predict your movements to make sedras less noticeable
and the surveillance job as a whole easier andrésssirce consuming. Do not assume that becau$destis obvious to you,

such as how you get to and fro from work and wiyerework that its is to them. They still need tofion it.

Target pattern analysis is of singular importared & at the heart of more sophisticated suramdé planning. Target pattern
analysis means that as you drive off, it is notrttenber of the surveillance team watching yourtfidwor that follows you,
but the vehicle waiting out of sight a few hundredters away along the route you normally takes tiften the moment you
think you have got away that you actually get pitke.

Many of the techniques that are used to recogmidedaal with surveillance are based on the targeigoaware of what sort
of information any surveillance will have picked ap them. In other words, you work out what thell héave learned about
you, and you use the fact they are depending ¢m dtefeat them when it comes necessary. Just gsatieyse you, you
analyse them. Knowing the standard procedures fasesdirveillance makes your own analysis of whatythre looking for in

your daily routine much easier. Knowing what to etabut for make detecting surveillance a lot moeaningful and easy as
well.

This also means that you need to know your arehamel identify observation points that could bedugar watching your
house and vehicle. Where would the trigger be,veec: would the pick up be potentially situated? IMidem on maps of the
area, including which direction any vehicles akelly to be parked in. If you know which points tedp an eye out at then
picking up suspect tails becomes much easier azwhdenature.

If you think that you have been under surveillafmrea period of time already, you need to considkat patterns of yours
they have already picked up and could be usingeir surveillance on you.

How you plan your surveillance detections deperdaity on what your intention is. You need to dedidyou are going to

let on or not; whether you are planning to losertte do you not really care at this stage. Sometithis will depend on the
day. For example, if you are part of a large publient they may start attempting covert surveikaan you hoping that you
will lead them to anything planned they may notwrabout; however, if it becomes clear that you hanagle them then they
are likely to switch objectives to simply keepirad$ on you with the command operative that you ldeetified. This is to

disrupt your activity, as they may assume thatg@misome sort of crucial organiser.

Draw a map of the buildings around you. Which wiwdaalways have blinds drawn and show no sign afigctor lights
ever being turned on? Who are the regular vistiogour street and what is their typical appear@ridkewise with vehicles.

Every area will have pros and cons when it comesutgeillance, hence why it is as much an art asience, and there are

only guidelines. However, knowing what to expectd golanning out surveillance detection measures twith your
observations from guesswork and paranoia to propefirmation of whether surveillance is actuallyitey place or not.
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7.1.1 Surveillance team techniques

Before you get ready to spot for surveillance ivizrth knowing the typical behaviour of a professibsurveillance team in
action. Understanding how they work makes it easievatch out for the giveaway behaviour and taierepriate actions to
detect or evade.

Trigger

The trigger is the person or vehicle who is watghiuit for the target to start moving. They can beked up in vehicles on
foot. It is rare that they start following once tlaeget has been spotted, but instead tend to mnoxedifferent direction once
they have confirmed the target has been sightedvéiatl direction the are moving in.

In less experienced teams, they can get into théhetibegins tailing — a dead give-away.

The Command
The command is the person or vehicle which is clyetasked with keeping the target in sight. THae#thaviour as they
attempt to do this is what you need to be lookingfor.

Where there is a team of experienced surveillarmeradives, then the command will change regulaolyavoid giving
themselves away. If the command feels that theg le@en exposed to the target too long or that llaeg noticed him, then
they will be changed at the next opportunity.

In amateur surveillance or where there are limigsburces, then the command often remains unchangedppears again.
In sophisticated surveillance there will be a numbé vehicles or foot operatives located nearby whidl be in
communication with the command. The preferred teghmis to traveling parallel to the target and ¢benmand. Thus when
the target makes a turn, the command simply coesittaveling on straight, allaying suspicion agatinem. They cease to be
command and take up position as one of the flan&pryatives. Meanwhile, one of the parallel memioérthe team on the
side which the target has turned will take up pasibehind them as command, with the target thipkhat the vehicle has
turned up behind them by accident.

This technique works best in well laid out citiegldowns. In places where there are bendy roadmaiorways and on rural
roads it becomes much more difficult; thus the oppuoties for detecting and evading surveillanceréases greatly.

Observation Points

An observation point is used to keep a place usdereillance. It is placed within sight of the malout preferably around a
corner or where there is good visibility of possibbutes that can be taken. When out and abowthtbervation is often a side
road that gives line of site and the ability to mp@ direction as needed.

Can be a house, but is more generally a vehicléidfa vehicle then is likely to be a van, campec where the interior can
be hidden. Points to look out on them are extrararde, not seeming to belong to any building inafea, curtains and other
material that stop the back being seen into.

To allay suspicion it will have a separate drivdrondoesn’t remain with the surveillance team, lmmes and goes as they
need him. Such drivers will have another vehiciished nearby, or arrange to be picked up by @naettember of the team.

Where the observation point is in a house, watclwindows which are kept covered and devoid ofvétgti e.g. lights never
turned on. There may be unusual visitors to thédimg, generally on foot as they will leave carg ofisight in case the are
made by the target. Shift changes will often happénat night so they are not noticed, and wittdero equipment they do
not even need to have people present. Keeping aofrthp surrounding buildings and all their windoakows you to monitor
activity where a camera may be placed. It will hgeed visibility of your doorway. Empty flats arbsa known to be used. A
good network among neighbours has been quite goaditing these out.

In once case, a camera was placed facing an dadidigsor and transmitted to a recording device sadiiseance away. This
was detected by a neighbour tuning their TV andtipg up the image of the door. The camera was ifieshtand from there
the recording device was also found.

Stakeout Box
Any time a target stops the surveillance team pewlat is known as a stakeout box around them.plinpose of this is that
they are prepared for whatever direction the tadgetdes to move of in next.

It makes spotting the command vehicle difficultras is often the point at which they change. Hogrethe stakeout box is a
pattern, whereby the surveillance team takes uptpdhat give advantages in following you. Theyl wie side streets and
park in the direction of the flow of traffic thaigy expect you to take. Often they will park inedtions point away from you
as that will be the way you will be traveling shibybu take that route. Thus when you set off aghie,command will come

out of side streets behind you. However, if you an@re of your surroundings and can identify whbey are likely to be

parked, then this can be detected.
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If the stakeout box is around regular places sulaur house, etc, then they will use target pattaralysis to decide in
advance the most likely routes you will take. Thisans they can park further away. It is worth tgkivalks to shops or
nearby friends, or even dog walks, that will takei passed such point you have identified so youotmerve them covertly.
This is a good technigue to build into your evesytife to check if you are being watched.

On foot the situation is more difficult for themythif you going in to a shopping centre then thely tny and cover all exits.

Lost command routine

When a surveillance team loses sight of their tattgey will attempt to find you as opposed to giye The first thing they do
is search down the surrounding side roads or aliggwo see if you have turned down any. If theltéafind you there, they
will return to where they lost you and continuethie same direction as you were last known to beelireg, with speed. This
is why returning to the area where they lost yoa isad idea, as is parking up nearby once you basn them the slip,
unless your place of concealment is quite good.l&Wwau might know one or two of the vehicles foliog you, you may not
have spotted them all and you could simply be pigkip another one of the team.

If evasion is not you goal, then you can use tbigine to burn operatives, as it is difficult tdaeate you and avoid detection
at the same time. For example, parking up and feathem to come searching. In one case the suspéatle drove by and
was clocked by the waiting activists; it went onpark up around a corner, aware that it cover wasrgially blown. The
activists then drove up next to it and engaged threoonversation, making sure everyone had a gook &t the surveillance
team’s faces. They looked very uncomfortable. vdison is not an issue then it does not matterithihey are police then
they will give up attempting to be covert, and siyrfpllow you overtly.

Exposure

Surveillance operatives are desperate to avoid sKpo but it takes a particularly skilled operatie avoid betraying
themselves when they are caught of guard. If tieeseteam working on you they will have only orerative or vehicle
exposed to you at any one time (including trigger).

Avoiding eye-contact is the usual one, and opegatimay go out of their way to avoid it, even trigpiup in their efforts,
depending on how skilled and prepared they ares kk#led operatives will show their surprise amgyer. However, much
body language is instinctive and they may not sealiey are giving out signals tipping you off.

It is also worth allowing patterns to be establilaes this lulls them in to complacency and droppghmgr guard slightly —
surveillance is hard to keep up for a prolongecttahthe same level of intensity. Thus, when yaakithe pattern, they are
more likely to show their surprise. When you ar@véling a route not normally taken, or is new taiythen they are
automatically more alert to your actions.

7.1.2 What to watch out for

Vehicles

When you pass suspect vehicles, the driver andepgess may go out of their way to not glance inryditection, looking
away as they pass you or staring ahead fixedlyctiMadow people react normally and then compareth thiose you suspect.

Can you see them repeatedly pressing buttons adia as they talk? Are they talking repeatedly peering forward?
While on foot when a suspect vehicle passes yos il@peed up as it passes; does it quickly tumnda side street?

On foot
It is much easier to spot giveaway body languageniieing surveilled on foot. Look out for:

*  Coughing, tripping and other behaviours of someshe is being distracted when there is no obvioasoa.
e Signs of tensions such as pacing, focused stariregking the time repeatedly, twitching.

e General awkward mannerisms.

» Speaking into collars or their chin lowered inteitichests as they speak.

e Touching their ears repeatedly is instinctive riegicto an ear-piece in use.

0 Isthere a wire running down to their collar? Tgbwvith the prevalence of personal stereos and ptepgr
this is far more common place and harder to detalgss it really looks out of place with the rebtte
person’s attire.

o Do they stop and stare into nothing — a featurgoafieone taking a message.

« Adjusting clothes hiding communication devices epeatedly putting their hands in their pockets tmipulate a
communications or listening device.

» Clothes out of place for the venue (e.g. suit puak venue, etc).

« Startled look as they encounter you unexpectedactive detection techniques

« Bad window-shopping (compare how people usuallit gy moving their heads, as opposed to a tail vghoying to
see in the reflection or not properly looking d}.al
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e The same person taking yet another phone-call.

e Someone in a phone-booth doing more observingdbaral talking.

* Avoiding making eye-contact at all cost.

e General uncertainty if you break an establishetbpat

* Are they carrying a bag with a video camera in it?

e Carrying out repeated scratching of head or chectifrwatch — possible non-verbal communication aigin

Appearance

A surveillance team will attempt to blend in. Theil not be dressed in sharp suits and sunglassddaok like something
out of Hollywood. They will use operatives who aren-descript and who do not draw attention to threwes by having
features that stand out. Often they will be the esamx as the target as this helps allay suspigidnagtention. The key to
successful detection is to put preconceptions amidbewatch for people’s behaviour and not theireapance. Appearances
including clothes can easily be changed by somadmeknows what they are doing.

Saying that, the amateur is not able to indulgdhétechniques of a professional and as a resudthmeore easily picked up.
Also, if the territory is unfamiliar then they mggt the dress code wrong and generally show sifydiscomfort.

Night observation

At night the world is a different place; you neexdle more in-tune with how noise and silhouettesngle in the dark.
Likewise it is worth developing you night visiori$ takes about 30 minutes and you need to avaghtolights or you will
ruin it. When looking at things use off-centre vieg/or scan rather than looking directly.

Remembering details
Vehicles
Tips to help with this are to look for
a. Body shape
b. Shape of headlights
c. Dents or scratches or other distinguishing featsueh as broken lights
d. Silhouette at night.

Individuals

With individuals you need to focus more on the gehappearance, demeanour and the mannerisms tatheron small
details. Tips to look out for are

Facial hair

Hair colour

Unusual features such as scars

The shape of the face

aoop

Remember some of this can be changed by the usggsfor simply changing clothes (dark to light,)e8ody shape can be
hidden by wearing baggy clothes.

7.2 Vehicles

If you think you are being tailed use routes arahtéques that will make it obvious. The followingeasome techniques to
identify and deal with surveillance. The sort ohigdes can be any type but they will on the whodertmn-descript and of
generally common models and colours. There wilhbthing fancy. There may be some modifications ¢ie¢ them away
such as tires too new, the car being too experisivene area where it is stationed, markings of netiecame from removed
and signs of prolonged occupations such a coffes,dast food containers and scattered maps.

7.2.1 Urban
Passive detection
a. When going to and from your car use the opportuitypok at the surrounding area for people or eelithat might
be acting as triggers for the surveillance. Depegain the area the trigger may be on foot as opgpiasi a vehicle.
Try not to stop and stare but make it natural.dé’'ye already worked out where in particular yowudd look it
becomes quite easy.

b. Are there vehicles near your home, work or placas fyequent regularly which have people sittingiam? Often
they will have their sun-visors down permanenthistis done to stop faces being fully visible. Tiisurveillance
that is poorly resourced or where they want yoknow they are watching you.

c. Number plates:
1) Memorize number plates: if you spot a car you aspiious of, look at the number plate and turniaiseéthree
letters into a word, e.g. BCH becomes BaCkHand. W are easier to recall than numbers and lettedsfa
you come up with the same word again you can pic&ruit quicker.
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2) Watch for number plates that do not have a garageeron them; police tails are often missing thilege, this
is not a guarantee the vehicle is definitely a @ilme unmarked police cars actually have poligtesron their
tax discs.

Does the vehicle look out of place for the area gmiin? It is harder to identify when out and ghmless you know
the area quite well. Or does the vehicle look niedif See the section on personal security for mareshat to look
in a vehicle parked up like this.

As you pass identified pick-up points, watch thekpd vehicles. Often they will park in the sameediion as you
normally take and on the same side as the floetnaffic.

1) Can you see maps and signs of people sitting im fioe a while, e.g. coffee cups, food packets ensbats?
2) If possible check the exhaust to see if it is ragrand waiting to go.

3) In cold weather are they getting out to clean tiedaws regularly?

4) Do they pull out behind you as you pass?

Vehicles tailing will generally drive two to fouacs back. Depending on the nature of the traffit the road, they
need to keep you in sight, so watch out for veBiglelling out of the line of traffic (both sideg)dathen drifting back
in. There will be points at which they close upyau, depending on obstacles and other traffic sdos, e.g., road
works, traffic lights, heavy traffic. This gives yaa chance to get a closer look at them. One biuspicious
behaviour is where a vehicle slows down prematuselyas to avoid coming right up behind you, so tiipgethe

flow of the traffic. Surveillance drivers often tirgctively of pacing their driving to the targethiele will disrupt the

flow of traffic.

At junctions, traffic lights, etc, the surveillangehicle will often get closer to the target vebitb ensure they can
see which direction it is intending to head in. Héwer, if they feel that it has become too exposeday turn in a

different direction to be replaced by another vishithough this depends on the resources at haydulsuspect a
vehicle and it does turn off, still keep a notétsfdetails in case it reappears at a later timgagr

On longer stretches of roads, surveillance vehisliishave a tendency to pace each other in a cgntiat is match
each others speed and keep the same distance thartare unlikely to overtake each other. Thisobees a
recognizable pattern that can be spotted. Theyhgilin front and behind the target vehicle, witle®in front allow
you to over take as command is changed arounddiol #ive target getting suspicious.

They will also pace themselves to the target vekicThis allows them to be spotted through camskervation. For
instance, depending on how they change speedwilietravel fast to catch up with you. As they gbse to you
they will slow down and pull back instead of ové&itey as you might expect. Do they drop back toshme distance
they were previously?

Adverse weather conditions will cause surveillamehicles to drive closer than they normally woulcedo poorer
visibility; in particularly bad weather they wilkide in front of the target vehicle.

Keep up observation at traffic lights and othetahle places.

Driving at night, the tail may wish to ensure thang following the right car, so will buzz you s@yhcan read your
number plate, then either pull back or over taledte falling back later). If you believe you arery tailed, keep an
eye on cars that have buzzed you.

. Enter a petrol station and see who else follows ipous there a car that is not refilling or simggrks up? Does
anyone follow you to the shop but doesn’t buy aimgh Can also use car parks for this, but theyharger to

confirm suspicions with given their general geogrgghough it does allow you to narrow down thedfetehicles to

be considered suspect. Likewise with a lay-by emoéorway or main road.

If you are in a service stop or petrol stationgome time then a stakeout box will be set up araufat in it, as in

the case of a service station). This provides dppdies for you to look for the tell-tale signs ysu return to your
car or leave the site. As you do so, take one ®fnarby side routes as opposed to the main rotere are such
opportunities. This is were you are likely to enctau surveillance team vehicles waiting — they rbayparked
facing away from the petrol station, etc in case gl take this route, but they still have to puit and follow you,

so giving themselves away to the person who is mgcfor it. If you are able to observe on the viaty a petrol

station you may actually witness the surveillareg set up their stakeout box.

Stopping to eat in service stations gives you grodpnity to monitor faces and vehicles cominglfiryou are placed
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at a window you may spot them checking your carmpfoone-numbers/maps/papers with directions as &reviiou
are heading.

In a multi-story car park who follows you all theayup to the top floor to park?

Pull of the road and lift the bonnet to your engiiseif there is a fault. Does anyone pull up imfror behind you, or
stare at you as they go past?

Active detection

Erratic and sudden changes in driving are amongrbst useful techniques for detecting surveillaidee idea is that you
force a reaction from them. In order to keep youernsurveillance they will have to expose themsemdh unnatural
manoeuvres to match yours, or demonstrate uncgrtdihe more professional a team is then hardeedomes as they will
have the training and resources to not give theraseind to pick you up with another member or Jdehi¢ou are also letting
the surveillance team in on the fact you suspeatare being followed. Many of these technique<idesd here are equally
applied to anti-surveillance, where the aim isdosk tails. In this case the surveillance teamsee&ing to avoid exposure
and end up having to let you get out of sight.

a.

Erratic driving includes

1) running red traffic lights, or attempt to clear ithgust as they are turning red; often surveillatezms will not
follow as it exposes them so this is also an amtiallance technique.

2) cutting down side streets (beware of picking upveiliance vehicles moving parallel) and other slooits;

3) llegal turns.

When you take turns or side streets there is aihiligsthat you will encounter one of the otherhieles in the
surveillance team, perhaps one that has previdesy command and you have already been suspidiolibus you
should look to see what other traffic is also apipgeas opposed to what is behind you.

Pull into the side of the road at a green lightpvelfise waits behind rather than go through?

If you are aware of a blind turn or a sharp hitive fast into it and once through it slow down iexdiately. What
vehicles are bearing down on you as they attemgétgou back within sight? Do they decrease spagidly to stay
behind you or do they realise they have been buamellover take to get out of the area. A variatoto pull in
immediately and look for the reaction of suspedtisles passing you.

Do a U-turn.

1) Who attempts to follow?

2) What vehicles behind you attempt to park up? Dg then in your direction in an attempt to pick yop again?
3) What is their reaction as they pass you?

4) A variation is to pull in and wait for any suspeehticles to pass you before doing the U turn.

In light traffic these reactions will be quite obus, and in heavy traffic they will cause more castion in
attempting to do them, both playing into your hands

Standard practice for the professional is to caitraveling on and not to turn until the first oppinity comes
along rather than doing their own U-turn. Howevier,our experience this is a good method for exppgime
surveillance tails where there are fewer resouavegable to them.

If you are a good driver then you can combine theitd with the blind corner / hill crest; this comation is much
better at forcing reactions as they are not prepfmeyou having turned around.

Take roundabouts several times (though under UKtlee is the maximum number of times that yousdimved to
this), though the successfulness of this dependbeorize of the roundabout, the heaviness ofriféa and how far
back the tail is.

Indicate to take a turning at a junction and thenstraight on. Has the suspected tail done likevighis not
particularly effective as tails often don’t indieaat all because of this and being several carmteheans that they
can react to your change without giving themsebway. Works best for where the car you suspechinddiately
behind you.

When parking on a street chose a direction opptsitee one you leave in. Allow enough time fortakeout box to
set up. You are looking for uncertainty in the geg on the unexpected behaviour, or vehicles dimagpropriate U-
turns either to stay in the same direction as tcalso means that more resources have to be caethtd tailing you
so increasing the chance of detection.

Cul-de-sacs are ideal for picking up on tails, awith amateur tails for losing them. However, yoaild are also
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aware of this. Go down the cul-de-sac and waitnarfénutes before leaving again. The tail will deeasf two things:

1) Follow you down the cul-de-sac (though you may niedllow them a few minutes to make this decision)
which case you can immediately spot them, espgdfatlis a car that has been with you for a whian to turn
your vehicle as soon as possible though out ofditdie road you've come from. On a narrow cul-de-gou
can be gone before they have a chance to turn éroun

2) Wait on the road outside the cul-de-sac knowing yba are practicing anti-surveillance techniquesyou stop
at the top of the cul-de-sac waiting to rejoin tlosv of traffic, watch out for cars parked up witte entrance of
the cul-de-sac in sight and who start moving orme lgave the cul-de-sac. Driveways may be usededls ut
may depend on high enough housing density to work.

If the cul-de-sac is signposted and your tail isf@ssional then they will not be caught out by, thigt it still often
works on the average investigator or police whoehaot got much experience tailing people watchingfor such
activity.

In suburban areas go for streets that are curvegassed to a grid-like structure. When you thiok yave got the
tail out of sight, swiftly drive down a side stresid get around a corner before parking up. Inchge the tail will
continue to search for you and eventually come i the side street, thus giving themselves away.

In some cases they tail will actually stop. Furthpror around the exit point is usual. As by tlmset it is probable
that they realise they've been clocked. Howevelesmit is heavy-duty operation, they will quiteesf wait around
to see what you will do anyway. In this case weggstjthat if they have already been in a positiosee the faces of
who else was your the car, then you pull along #ieen to have a good look at their faces, evenqgnaph them
(you have a good excuse by saying that you thothght were trouble, though it in turn could be imgt them to
harass you further, so balance out the risks), @s&nthem a question for directions. It allows yodind out what
they look like, while at the same time letting thinow their cover has been blown.

Use routes that are not obvious to get to yourintstn such as taking the long way around an estatseveral
blocks when there is a blatantly easier way tolvéadVorks better for a destination they are neage you might be
heading to. It can be a destination you have pickely for this purpose.

Having left your starting point, take a differenute back to it. Does anyone follow you back, etethe end of the
street?

. Motorways and other major roads provide differgopartunities for spotting the tail. As the travel them is faster
the command vehicle and their team also need #bleeto react faster to keep you in sight. They imaye to allow
for the fact that if you come off at a junction yheeed to see which way you have gone. Howevaright and on
roads with long range visibility and low densitgffic on them it may be that they do not need toabeclose.
Remember though, that if you force the hand of smeillance vehicle, then it may be replaced bg traveling
further behind it.

Who follows you into a service stop or over a jimttand back onto the motorway? This is not typlmsthaviour,

but if they want to keep you in sight they may haweommit to it, though if a professional realiseisat you are

doing in time they will lose you but let a vehidiether back pick you up further down the road. éeer, you have
potentially taken one vehicle out of the operatidhis is not a tactic that will work with repetigvattempts as the
will soon get wise to it. A more covert methodydu are not ready to let on you've identified trehicle is at a
complicated junction go around in an odd way th#es you back onto your original route, or evetthis opposite
direction. Which vehicles have had to get closéotlow your and also taken this odd path? This meguire some
prior planning to be successful against an expeeiérteam.

Slow down to exit onto a service road or junctibot at the last moment pull back out on to the naad — who
does likewise?

Just before an exit from a motorway pull into tleechshoulder. Standard procedure is that the commehicle will
leave at that exit so you may be able to identign.

At tolls chose the longest queue to go to. Who dikesvise? Does anyone go through and pull up oredrslowly
until you pass by?

If you are pretty confident that the vehicle rigpathind you is keeping you under surveillance, demergency stop
that forces them to go into the back of you, or eorary close. Get out and check their reactionftendhey will
simply drive off rather than engage with you. luyare a bunch of big men getting out aggressivey my drive off
out of pure fear rather than because they araggylou. If they don't it gives you a chance to cont them.
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Anti-surveillance
a. The best way to lose a vehicle from home is t@mfelan established pattern to start with, then teuly break it by
taken unexpected turns or traveling at speed deads; thus forcing them to take a choice of eitbsing you to
avoid exposure, or exposing themselves, so effdgtiaking themselves out of the surveillance team.

b. Both situations are opportunities to be taken se lthem, and move out of sight altogether. Teclasdar doing this
are extensions of the various active detection otttabove, where instead of watching for reactodnmossible tails
you are using the opportunity to get away from ttatogether.

c. If you are aware of a blind turn or a sharp hil twhich cannot be seen over, either of which has@nd turn
immediately afterward, you can use this to getafisight.

d. If you are using vehicles, park up where you havielgaccess to a foot only route taking you to haotoad where
a colleague is waiting in another vehicle to whjsk out of the area.

e. If you know an area well, then consider concealmeriittle lanes and long driveways, though thisvesy much
dependant on the terrain and how well you can rermancealed while they are searching for you.

f. Go for dense traffic, and weave in and out oftiisimuch harder to follow someone in these cirdamses; use
routes they are not likely to have anticipated.

g. At night switch off lights and pull into concealpthces or even driveways (unoccupied houses oemieb be lost
to the owners).

h. Bikes are much harder to follow than vehicles; eily in places were there are many cycle waysirdis from
roads, allowing you to disappear out of sightsleasier to loose foot surveillance, and easieletect if anyone is
attempting to follow you, as other bikes tailinguyand especially cars stand out a lot more. Planisirstill needed
as other members of the surveillance team may litengat the end of the cycleway for you to reappea

i. For observation vehicles, or even individuals, ¢here several things to do with them:

1) Call the police on them with a story of why you et the vehicle and observe the reactions of the

suspected surveillance. Often the police will nohtup, but the surveillance vehicle, knowing tleg now
being watched themselves, will move shortly aftedsa

2) If you have a back way out of where you are thatasregularly used so unlikely to be watched aselly,
sneak out and around to get close to the obsenvagbicle. At night this can be used for coverweillance
of the vehicle to see if there is anything furtteeadd to your suspicions. The chances are thatwibie
detected doing this, but it will be enough for tham to assume their cover has been blown.

3) Monitor the driver of the vehicle to see if he mirig picked up nearby after leaving it, or has @oadary
vehicle stationed nearby.

4) Openly take photographs of the vehicle to scao.it

This is also useful practise for vehicles thatsiegioned further along your usual route and mapdré of a stakeout box
that is waiting to pick you up once you pass. lbwas you to confirm suspicions and possibly burenthdepending on
how close you get to them.

7.2.2 Rural

The rural environment offers far more opportunitesletect surveillance vehicles. The roads areonear, more winding and
have generally less traffic and more traffic haggrdad works, slow tractors) that play into thadhaf the person seeking to
detect surveillance. There are also opportunitiegett off road and conceal much better, thoughustnbe remembered that
some of the pitfalls can equally apply to the targepecially when trying to escape surveillance.

On country roads, park up suddenly and watch tteavieur of the cars behind you. Ones proving reloicto pass you are
suspicious. It also gives you a good chance to laale®k at any which are passing by and their feactMost people when
stuck behind a slow moving car are keen to spestigral disappear when they get a chance — a tatiso eager to be out of
sight even if it is in front. When they have passgth around and go back. If you don't go back,pkgeur eyes out for
potential tails being parked up waiting for youptss again.

Depending on what you are up to, when you turn ywauraround go a short distance again and parknap more. The tall
having realised you have turned will turn and cdraek, so if one of the cars which passed you wiensgopped initially
passes you once more, you should be rightfullyisi@gs of them. This technique works best on roaitls bends.

In rural lanes you have several options:
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a. Get out and walk up to a house or into woods, scirig the command to give themselves away by fatowor
abandoning you. Longer paths which allow you toaetof sight and double back are useful for sediagyone has
pulled up and is waiting.

b. Drive into a farm and turn around, giving suspeadstenough time to pass, then drive off in theasiie direction. If
you know the area quite well, it means you can &keute that is hard for them to pick you up again

c. Use the narrow roads to your favour — the chancegteat you will have all the surveillance teamibdhyou, so
effective use of traffic lights can lose the lot.

Finally, the chances are that if they are veryragted in you, a simple transmitting bug (knowrad8umper Beeper”) is
attached to the underside of the car allowing bedollowed at a distance. This is one reason udilyg your car to go direct
to secure meetings or for high risk covert actisnsot a good idea, as the chances are you willacate the device.

Saying this, there are ways of testing to seeuf lyave one, though not necessarily foolproof:
a. Use a radio scanner to detect transmissions frencah

b. Drive into the countryside, park up and wait inaatjoining field to see if anyone comes along tocgheut why the
vehicle has stopped. Tails picking you up when tteayly should not have is another sign they maysieg a bug in
this way.

c. Stand next to the car with a friend and discusska fction to see if it provokes a reaction later o

7.3 On foot

If you are being followed on foot again it is liketo use a team of people rather than an individlkeir dress will be
nondescript and have few identifying marks or asthSaying that, ordinary policemen are quite éasgpot even in plain
clothes by their walk, stance and general ineptn&¥gh a more professional team, it is harderfotssurveillance as your
line of sight to them is greatly reduced unless ympend a lot of your time looking behind you, whishnot really

recommended.

Passive detection
a. Enter a shop and watch who follows you or who waitpick up on you again as you go out. Watch feople
staring into shop windows. Often their body langriagll give themselves away as they are not dadirggaperly. It
is useful to practise watching people in the stoeehow they window shop and such like before dahig so you
can pick up the nuances that distinguish betweenesoe doing it genuinely and those whose are aiteris
elsewhere (like trying to spot you). Check werdrtbges are looking and whether they are doing ntloae simply
staring ahead.

b. If the shop has a back entrance leave througmd,paomptly stop around the corner to see if anygse is looking
rather hurried as they try to catch up with youokaincertain about the direction you are takindook at your
watch if you want to avoid being obvious that yoe waiting to spot them

c. Stop at a cinema or theatre and read the boards fhieis gives you an excuse to stop and look atoun

d. If you go into a shop or an alley way you do notmally go into, is there anyone who crosses froendther side of
the road you were on. Depending on what you hateresh what do they do? Do they follow or do theydy out
opposite the entrance? If it is a small shop such aewsagent or café then they are not likelyoroecin as it is
getting to close to you unless they are interestg@ur shopping habits. If the shop or café hagish windows then
you can use them to watch activity outside to aeyone is loitering around.

e. Professional tails will be ready for you to duckoim shop or to do ‘window shopping’, so they wilinply pass you
by. Thus while you are looking for people also keetch on those who have passed you by and thppestio

f. In a café or similar chose the seat which allows tgoview as many people as possible, and defjnitele the door.

1) Keep an eye out for couples who are not chattingatracting naturally. It has been known that wiaile
group has been relaxing in a pub surveillance tesmbers have come in and set next to them with bags
containing listening devices. They gave themselwesheir body language, consuming their beer odfoo
slowly or not at all, and have very poor interactmmong themselves, watching instead people fran th
group going to the bar or toilet, etc.

2) Isthere an upstairs seating area with windowslowking the street? This is a good place to sitwatth if
anyone is loitering, waiting for you. Do suspediinduals watch the door to the café, etc., redytar

g. Inabookshop is there anyone looking at the samoi&das you just browsed through, especially jpalitbones?
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h. On bridges and the like you can also stop to adthieview, again giving you the chance to look adyou. Who
does likewise?

i. Stairs and escalators in a shop give opporturtitiésok for tails. Approach them from the opposlteection so when
you reach them you have to do a half circle tuorglsle to look behind you without appearing to tdaeliberately.

j- As you leave a shop, stop and ask someone thectirfeg directions, keep an eye on who might haveed you
out, or is waiting nearby.

k. Chose a narrow or quiet street to act as a chok# ffilter suspects out from the crowds makihgrm easier to
identify. Doesn’t always work with a professionaain as they will be prepared for this. If this & a place you
would go in the normal course of business theedoimes active detection.

I. If in a train or bus station, change position regiyl and watch those standing still. Keep an eyefaupeople not
reading timetables or newspapers properly. If pasing a ticket, etc watch out for people standigiyt behind you
who may be able to overhear.

m. In shops who is not actually shopping or appeat®bplace.

n. If approach a place you plan to use as your owervbsion point, check out who is already therelimiaate them
from consideration.

0. In areas that are not centre of town or low on pg@s in general do vehicles at stakeout pointsqut and travel
slowly behind you. More professional ones will m@ahead of you and wait for you to pass.

p. Enter a place where an unprepared tail will lookafuplace, e.g. a punk shop, etc. If this is nobavious place for
you to be in then this becomes an active detettionique so hints at the fact you are watchingausurveillance.

g. As you cross a street who on the other side slawendo avoid crossing your path. Do they crosshto dther side
but continue in the same direction as you? At atjon who quickens pace to cross it before you do?

r. Given the increasing prevalence of CCTV camera®wns, and not just in the centres, watch out iasé which
seem to move in your direction. With this, it isogoto know where they are in advance and be desdretour
monitoring of them. If they do not think you areirie aware of possible surveillance then they ariéely to be
discrete themselves.

s. Is there someone hanging around your street wittemera? This has been known to happen with amateur
surveillance teams.

t. Shopping centres are awash with opportunities to the surveillance team on their toes, as there naa@y
observation points available as well as exits. &ailes are ideal for watching those coming in belyiod, as are see-
through lifts. If you can get into a lift fast ergluyou may have a get-away route through passagetoayearby
buildings or car parks. Other tactics worth meritignris to use little used exits to draw out whdadkowing you; or
enter shops at the last minute when it looks liga sire about to leave. Standard procedure for Blamnvee teams is
to cover all exits.

In some cases, though we are not aware of it beeirggular practice, the tail will change their oappearance, usually with
hats, glasses or coats, in order to allay yourisigsps of them. Hence, focusing on these object®imecessarily a good way
to log the person in your memory as someone to keegye on.

Active detection
a. Drop some paper (make it look like it accidentdfils out of your pocket as you take your hand afuit) and see
who stops to pick it up.

b. An empty street is a good place to spot or los#@laTry doubling back, watching for people walkipgst slowly and
watching, etc.

c. The main tool for detecting foot surveillance ig thlind corner, and works very well with amateurirarompetent
tails. Taking one you are setting up an opportutitycheck reactions, by doubling back on yoursdiicl they
cannot see so are not prepared for, or by simplypshg and watching. If there is a café or shofaigood window
just around the corner then entering that allows tmgive them the slip or to observe their reactidHowever, a
professional tail will actually walk on rather thga round the blind corner, and use their commuiuina gear to get
another member of the team pick you up.
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d. When you go around a blind corner, consider duckitgan office block and concealing yourself thehés is worth
doing if you are quick thinking and able to blugceptionists.

e. Double back on yourself, and repeat to see whokgep spotting. Tails will avoid making eye contactvever, and
will attempt to dress for the area they are intsody not always be able to spot them. What yodlauking for is the
uncertainty that you have just caused them asdkeigle how to react to your change.

A professional will be on the other side of thadaather than right behind you. Rather than justibhg around,
cross the road and then go back in the directmn game. This is active detection, but it is mueltdy at forcing
them to react and you have a good opportunityatagg reactions. This is much more effective onavarterrains
such as foot bridges where there is not muchgdmbetween both sides and little traffic so youo gat to the other
side relatively quickly.

f.  Waiting in a queue for a bus is a useful methospiat tails and lose them at the same time.
1) To spot the tail let a few buses go by to see whke i waiting (at the bus-stop or nearby) — pakiidy
useful if someone gets on a bus with you when aieggin the same direction has already called atbilns
stop or train (if on a tram system or the Londordehground).

2) To lose them, you can suddenly ‘realising’ thatua bcross the road is the one you want and makdasla
for it is a good way of losing a tail and potertiadxposing them. Alternatively, drop out of theege as
you are about to board.

g. When you cross a street do people on the otherasidedouble back in the opposite direction to the wou were
originally traveling in are their people who crake road to avoid you or seek to avoid eye-contact?

h. A sudden and significant change in your appearéntan cause them to give themselves away as thiep theck
that they have got the right person still. For egana dramatic change in hair style gave awayrsépolice tailing
one activist as they all did double takes whersittevist was picked up at the meeting point theyenstaking out.

Anti-Surveillance

On foot it is very hard to do this discretely uslg®u are quite lucky with the geography of an anea crowds. Busy town
centres with lots of alleys and bending roads astest. Your best chance is to use establishedrpatto lull the surveillance
team into thinking you are conforming, then sei@epportunity to disappear elsewhere.

a. Don't wear clothes, jewellry or hairstyle that slaout as these simply act as marker for them arahmthat they can
be more discrete in tailing you. Surveillance tedoasis a lot on clothing, so make it non-descripd aommon.

b. You can also bring changes of clothing and appearée.g. wigs) with you. Wigs are particularly etfee, but only
if they are cut to look good; badly fitting wigs lgprdraw attention. As well as change of clotheseha second
rucksack or bag to carry them in — avoid usingstéu@e one with different clothes.

c. Some quick ways to loose a tail are:

1) Dash across a busy road the moment a gap appesesh® opportunity to disappear down side streets o
into any building with alternative entrances.

2) Have a friend pull in and pick you up from a routkeere the surveillance team will not be followinguyin
a vehicle. It may be that this can be done diskretéh you hiding in the back under a blanket, terids to
work only where they are not expecting it and they not familiar with the vehicle or the driver.

3) Getlost in a crowd — a classic, but it does wéikctories and football matches are good for thiwelbas
town centres, which is why it is worth knowing tliea if this sort of event is a possibility.

4) Shops with multiple and/or out-of-the-way exits good for both active surveillance detection (wesikt to
exit and watch for people following you being d&tby you waiting for them in turn) and anti-sutaace
as it gets you out of sight long enough to get awénys works best with shops you don’t go intojfoyou
do, you always use the same entrance and exit.

5) Elevators that take you to other floors with exite good; remember thought that the surveillanam tevill
leave someone at the ground floor in case younghere.

6) Places where there are security checks can woy&un favour, especially where there are multiplaésas
surveillance teams will be reluctant to set offrala with their communications gear. The delayssimp
and search also play into your hands.

At night be prepared for the increased used ofrteldyy such as infra-red to monitor you.

Tip: Having traveled somewhere and then moved togoemfoot, the surveillance team will also have orember watching
your vehicle in case you return to it.

Remember, one or two coincidences are not proofhate a tail. You are looking for a whole serieshem. Practising
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counter-surveillance techniques and developing ymtmcts will help considerably.

Public transport
Public transport offers a variety of opportunities detecting and evading surveillance and maklesniiuch harder for the
surveillance team.

A professional surveillance team will attempt yal@stination and route, and monitor both as weliasng someone on the
same bus or train. This means, that depending orbats they will seek to reach possible exit paiateatch for you. If it is
a public transport route that you use frequentigntwill either follow the bus (something you caateh out for) or be waiting
to pick you up at your destination.

However, if you use public transport regularly wéstablished getting on and off points, then tlis be turned into active
detection or anti-surveillance techniques by ggttiff earlier or later and checking for reactionsriake sure you have given
them the slip. If the surveillance team has enopgbple then they will actually get off at earliar later stops to avoid

suspicion.

Jumping off at the last moment is a useful antissillance technigue as it forces them to lose yoexpose themselves by
reacting as well.

Beware of chance encounters with strangers, edpeitiase who appear to have something in commah wou, where some
sort of rapport is attempted. Public transportugeggood for one-off encounters like this whicloal them to get to know
you better and evaluate your mannerisms. Theretling to stop you lying about what you do, who yos, etc. If you have
“coincidental” meetings again in the future it isnith being suspicious.

As you get off public transport or out of a terniiage there signs of surveillance vehicles waitmgick you up.

Buses

If they do get on the bus then they will go astfathe back as possible so you will be kept in tsigh possible active
detection technique is to stay on after the lagi and see who else is doing it — will only workhéy are not familiar with the
route otherwise they will not make this mistake.

Trains
a. Given the nature of trains then you are more likelynave a number of surveillance operatives gearmh off the
train at the same time as you.

b. The more you change trains the more it erodesrttegyiity of the surveillance team. Add to this hyirg to the
barriers as if leaving then turning around andiggtback on another train.

c. There are a number of exits for stations which gan use to your advantage, depending on crowd tgearsil how
well you can push through them.

d. A good feature of train stations (though it worksliwin other high density areas of pedestrianghé there are
strong flows of people in one direction. If you reomgainst this flow, watch out for others doingeliise and
struggling to keep you in sight. As you have toklas you do this, it is an active detection tectaiq

Night surveillance while on foot

This is a much different situation from day time@fcurveillance. A professional team will be redolyit. Amateurs will not.
At night when out an about, you are more likelyet@wounter a greater use of technology, for examiglet-sights. The fact
that it is darker and quieter works in your favaimce they need to get closer to keep you in sagitt you can use your
hearing more effectively. At night they are far mdikely to use vehicles, especially when the weaik cold — loitering
around outside when it is freezing is much morei@lto spot.

The best way to spot surveillance at night is toitoo for vehicles showing some of the followingits
Driving without lights

Lights going on and off in stationary cars

The sound of radio transmissions

Doors slamming shut as you approach

Vehicles parked in unusual locations.

Couples sitting in cars, staring straight ahealderathan engaging with each other.

g. Sitting for prolonged times with the engine running

~Poo0op

Surveillance teams have been known to use taxipalick cars in this situation. If you know youearwell then you can spot
them by being parked in places not normally usedhleyn. For instance, police cars do not normallyghaut in well-to-do
estates. Taxis do not wait on poor and out of thy estates. People waiting on friends at nearbgd®tend to park in the
light and on the main road and not in out-of-the/\pkaces offering concealment.
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Some tactics that work better at night are as figito
a. If you think that someone is following you listentaarefully for the sound of their pace. It wik ldlone to match
yours, so as you speed up and slow down, therlithange to match. This is something you can atyihear.

b. You have more opportunities to conceal yourself watth the reactions of suspect tails as theyzedahat you are
not in sight. Remember, that if you confront soneetiren if they are innocent and will pretty muchatein the same
startled way, thinking you are a mugger. Howeven gan get up close and ask for directions, a ett@tight, etc
which will put the suspect tail on the spot andegypou a good chance to look at them, something whkkyeally not
like.

c. Taking blind turns at night forces the surveillaneam to react more aggressively, so again forttieg hand if you
are ready for it. However, given the darkness tleige possibility they will react more confidentfythey think they
have the upper hand.

Tip: Because it is much quieter at night it you becdaremore aware of sounds that occur naturally iargleasy to suspect
every sound. In this sort of situation wait untiluyhave actual visual confirmation rather than sapg just noises.

7.3 Rural Surveillance

This is significantly harder to detect as the sillarece team will in general further away and thesenuch greater scope to
hide, especially if there are thick woods nearbygubveillance team will

Wear adaptive camouflage.

Be prepared for a long stay if necessary.

Use infra-red and long range binoculars and scopes.

Put motion-detector cameras in junk, trees andayestructures.

Take measures to hide the fact they were there asicealing with bent grass and depressions.

P20 T O

Things to check for are

a. Repeated glints off binoculars from woods or copses

b. Abandoned buildings where they are using to hideckes.

c. Transmissions from cameras.

d. Flattened grass and depressions; also vehiclestrabkre they shouldn't be.

e. lIdentify potential observation points from your &ion and regularly check them — it may discourdge

surveillance team from using them or getting tassel
Walk in an ever widening circle, looking for placekconcealment focusing on places such as treslinopses,
thick bushes/hedges which have a view of the tags.

—

Having dogs around the place are particularly ¢iffecand to a lesser degree motion-detector lightsugh this depends on
how covert the operation is.

7.4 Counter-surveillance

This is a phrase often used in the wrong contéxictually means using another team to monitorgetawith the aim of
detecting whether there is a surveillance teamhemtor not. A second group of people is much méfezgve than the target
at spotting surveillance teams as they will havitebdines of vision.

The trick to this is to set up @eck routealso known as aurveillance detection routén this the target and the counter-
surveillance team plan out a route with gives thanter-surveillance team to set up in advance é&el 8 watch for the
surveillance team following the target. It is béshe on foot routes as there are better opporésnitir monitoring.

It is a simple idea but it requires considerablnping to be properly effective as there are a rurmbpitfalls for the activist:
a. The surveillance team may be aware of who youndi$eare so will be able to recognize their facesngaging in
this sort of operation, consider some sort of cleasfgyour normal appearance or disguise.
b. The security around the set-up needs to be vehy tigf you are meeting up to plan it, the meetiregds to be tight
so that the surveillance team doesn’t get windefitlea so be prepared.
c. The counter-surveillance team needs to be ableot@mwiftly and discretely; this includes hand silgrthat are not
too quick so others can pick them up (eg, outdteztchands as opposed to a quick scratch of thg. chin

However, it is important that this is not done irway that alerts the surveillance team that there isecond team also
working. If the surveillance team thinks that ituader surveillance the chances are that theydistiretely withdraw and
come back another day instead.

In theory there will be no contact between thedasmd the counter-surveillance team; however,nwpaifriend meeting you
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and stopping to have a quick chat offers both tamge friend to scan the surrounding area for stispe

7.5 Blatant surveillance

Much of what has been said also applies to beimgeath Where it does not apply to when being foltblvg someone rather
obviously primarily to intimidate or make actioniffidult as in mass public actions. In this caselgimply have to give them
the slip. Be unpredictable, use public transpod some times just run (that is not illegal so in@ grounds to stop you,
though that may not bother them). It depends ensituations, whether you publicly burn them topecaround you, or
discretely lose them.

The other approach is to be completely innocuow g1 having a coffee or a pint or simply shoppidgving to wander

around the female underwear section of a shoprpo& people off — especially if and do something gonfront them in a
socially embarrassing way.
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8. Computer Security & Internet Privacy

We will not go into much detail on computers hetieeo than to cover the basics. There are a nunfbgtes on the internet
which go into computer security and protecting yprvacy online in more dept. However, as a bareimmiim you should be
doing the following:

8.1.S
1.

8.

9.

ecurity

Install and regularly update anti-virus and firemgaftware. Free programmes such as AVG (www.grisom) and
ZoneAlarm (www.zonealarm.com) are available for Wiws. The important feature is that live updatadsvated
so they are continually up-to-date.

Install spyware detector programmes such as Ad-Awdnich is free from www.lavasoft.de.

Deleting a file does not remove it from your harive, etc. In order to do this it needs to be prhpeiped, using a
programme dedicated to doing this. Recommendedanee€lean Disk Security and PGP.

Encrypt any sensitive files on your computer, CDflappy disks using a programme such as PGP (@B)GRleally,
you will stuff all files in to one big archive (e.gsing WinZip or Stufflt) and encrypt that. Thigans that even the
file names are hidden. Wipe the original files. STshould be done every night when you've finishsthg the
computer. Alternatively use disk encryption

Chose passwords that are effective, Password pedtezomputers are not secure to the preparedratéit so

encryption of anything sensitive is a must.

(a) Do not base them on the names of family, pets tasdaf birth.

(b) Include non-dictionary words or sequences of Isttermbers which are essentially random.

(c) Really sensitive material should be protected iissphrases of a minimum of 16 characters fronettiee
range available — including upper and lower casesbers and any permitted symbols.

(d) Change them on a regular basis.

(e) Do not write them down and stick them under youaichr desk — these are the first places that aadar will
look.

Back up your computer in case it is stolen but kixepback-ups secure somewhere else.

Consider switching away from Windows to other opierasystems such as Linux or Mac which have begeurity
features.

Avoid wireless keyboards as they transmit quitéstadce as well as to your computer.

Keep important/sensitive data and PGP keys on rablevmedia such as memory sticks.

There are devices available which can be attaahgdur computer and will record everything you typeluding passwords.
The chances are that you will not be able to fimeih. However, they are unlikely to use these exceptajor cases. If you

suspec

t that you are going to attract this sortt#ntion, then you need to strongly reconsidsyoif should be using your

computer at all, or have a set-up that the compsiteever left unattended at any time.

8.2 Internet Privacy

1.

Emails are not secure, and very easy to monitokelep them private, use PGP encryption (www.pgpijcdon’t
say anything in an email you would not be prepaogdstify in court.

If you want to contact another person without thasgching you knowing who it is you are in contagth set up
fake email accounts on free webmail sites and hes@ instead. Consider using it as a mail drop syste

. You can also look into using ‘remailers’.

Be aware of spam — unsolicited emails, even if floek genuine, such as from a bank. Never buy angttor even
click on the links to websites contained in unstdéid emails. Messages from banks, eBay, PayPal awarning you
that you have a virus are all fakes. If in doubit asmeone who knows about computers, but err orsithe of
caution.

If someone sends you an attachment you are notgmrgedo not open it, even if you know and trusttperson.
Email the person, asking if they really did senel @attachment to check it is not a virus.

Avoid using Outlook or Outlook Express for your elmaConsider using an alternative such as Thuridkrb
(recommended), Eudora or Pegasus. Outlook is matslsi buggy and a significant agent of virus traission.
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7. Avoid using Internet Explorer to surf the interretuse an alternative such as Firefox. If you carmatid using
Internet Explorer, switch off Java and ActiveX.

8. Every time you access the internet you leave @ tifaat can be used to tie back to you. If visingebsite you don’t
want people to know you are interested in, useraamyanizer website or an internet café. If you sausp®u are
being monitored, do not do anything sensitive frgar home computer. Watch out for CCTV in interpates so
pick small, obscure ones.

9. Avoid using details that can be traced back to ydse pseudonyms and email addresses with fakeldetare
possible, when posting messages, etc. Do not trigetdronic by using something that ties back to,yeuen
indirectly.

9. UK Legal Issues

The first important thing to remember is that itnist illegal to protect your privacy or your se¢wriA court or police may
draw their own conclusions on your behaviour, bet¢ is no law to stop you taking preventative mess

Likewise, it is not illegal to keep your actionsomymous, whether sending letters or emails, onditgy protests. What could
be illegal are the contents and intention of thesage/protest.

Know your law — it will keep you from getting arted and by knowing your rights you can protect gelfrmuch better when
you are approached by the police, or being sear(ihaiti personally & at home). For up-to-date infatibn on the state of
play with law in England and Wales visit www.frealgées.org or www.activistslegalproject.org.uk. Buyare based in
Scotland then the law is different — check out Wgglegalsupport.info/2005/03/08/an-activists-guid-scots-law and
www.tridentploughshares.org.uk

Keep an eye on forensic issues & standards of ee@én court. This can be picked up from news sgoof high profile
convictions and also websites. Knowing this wiflbirm how you decide when balancing up risks.

9.1 Regulation of Internet Powers (RIP) Act

The main issue for campaigners here is that if geye your computers, then they have the powedstmand you surrender
the passwords to your computer and any encrypgohniques you are using. Failure to do so in thearyresult in a two-
year prison sentence.

In practice it is quite unworkable and rarely usgslit is hard for them to prove that you haveautially forgotten it:
» through the lapse in time since you last used it;
* itis quite fiendish so hard to remember in thetfplace;
« from the trauma of the raid when your computersevesized.

10. Talking to others about security

It is important to discuss security in your grolfjpu need to make sure that your affinity group @amisation can be trusted
to look after itself, and that weaknesses are niggthaccording to the threat you are likely to fadtewever, there are several
pitfalls here you need to watch out for.

[l you go over the top, then you risk putting peopff, scaring them or otherwise disempowering thEnmcourage
people in your group, especially those less expeeid than yourself, to think about their securiégds, and how
lapses in security can affect other people buttdenforce without explanation. Be wary of lettingnaore-secure-
than-thou’ competitive attitude develop as in augras that is very off-putting; likewise with inlitag a paranoid
mindset rather than an active one.

As you develop the security mindset, it is easjos® understanding about how people who are nethetscene
think. Do not oppress them for getting things wropigt do suggest where they can make changes. iBxplshem
why you carry out certain processes, and encoutzgya to ask questions — otherwise they'll neverreand you
could be jeopardising yourself. Don’t panic if ng@ople start asking about security and other isstieshow

people learn and develop. If you are not goingravide an answer, explain why without being condesiing.

Il you see a security lapse in someone else, trerseveral ways of dealing with it:
BMlEring it up as a general point at a meeting inrsize manner without particularly naming and shgnThis
has the advantage of reminding others of theiraesipilities as well. Shouting and ranting is nenéficial to

anyone.

BIlTake the person aside and explain your concermaieing that you feel uncomfortable and why. Imtjgalar,
say that it is you who feels at risk. If they da spmpathize with you they are less likely to pagth to your
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request that they improve their security so letrtheow that you will have problems with working tvithem
in the future. You can also ask others whom they heve higher respect for to also approach them.

IMAlDon't boast about your own security precautionsuBiey by obscurity is not a sensible approach; éesv, using
obscure ideas to improve on your security is aulse€hnique, but only works as long as it remaibscure.

Beware of your own ego on this one. You can suggesiniques in general, but the actual bit of aleess, keep

that to yourself. For example, if you use Finnish your password, you can maybe say that you ud#fiault
foreign language; just don’'t say which one.

WAlIDon't give bad advice, or make things up rathenthppear ignorant. Security can change quite rapidipecially
with scary developments like RFID chips, improveéaitetric techniques, etc, so if you don’t know #reswer then
it is better to say so, than to lead someone irfitdsa sense of security.

YAlWatch out for people who are not acting as secuslihey claim to be; the question then is if they prepared to
lie over one bit of security, then what else areythllowing to lapse. Give them a chance to chabhgejf they
don't, then take precautions to ensure that theyal@nd up compromising you.

All this aside, just because someone is not at ietel of security it does not mean you should nexuegst them. They may
not know all the ins and outs yet. An action, esgbca low-level one, can be an ideal time to tedy example up and
coming activists what they need to be doing, whiléhe same time actually doing something to justiéll.

11. Future shocks

As technology develops, there will be advanceminitsethods of forensics, of biometric identificatiof people, and also in

tracking devices. These are the three main woadtisists have in terms of security. However, thare pros and cons here,
and don't believe the hype.

Biometric recognition techniques — such as facegeition technology - are proving not to be as gaedlaimed. With face
recognition, the problem is that there are two miatge positives, that is, too many people are dicked out as possible
suspects compared to the actual number of susiertsis. This somewhat contradictory situation msethat not as much is

gained from this technology as hoped as usershafvie to spend as much time dealing with the fadsitives as following up
on the genuine leads.

Saying that, CCTV is improving widely in quality@also in distribution.

The police do not have all the technology they malteto have. In the UK, technology comes througtoa-public body

called the PITO (Police Information Technology Qrigation — www.pito.org.uk), which evaluates andydun new

technology for the police to use. So when it isrtpeted that the police have a new technology, wha&lly means is that the
PITO have got it, and not necessarily individudigeoforces. They have budgets to adhere to, stotbuy in the stuff they
really need, meaning a lot of the fancy hi-tectifssuactually ignored by the majority of forces.

The main changes of relevance to activists are:

Sl mproved forensics catching traces that would Hzaen missed on materials, etc previously.

Sl mproved data exchange between police organisatiodsbetween the police and various other keedgpsrsonal
information such as banks. This also includes im@doprocessing and cross-referencing of informatse® also the
risk of compulsory ID cards).

Sllincreasing sophistication of listening and trackéfeyices, in particular in transmission range anehiniaturization
of them (eg RFID tags). Though the technology hesnbaround for some considerable time, it was ivoays

practical for security agencies to use them — fateat they were more easily picked up by the &ttv This is
changing.

However, there is hope — and it comes in the fofrbunlgets. The promise of hi-tech equipment antiniepes is as much
about saving costs as it is about effectivenesssegsirity agencies come to rely on them, they rel} less on low-tech and
manpower intensive techniques (such as active slanee).

The result is that low-tech security precautions aatually become more effective — bugs only wdérthéy can be placed
somewhere you are going to be talking; using ATMchiiaes and credit cards to tag you cease to woykuf pay only in
cash. This is why we are confident that activist$ @ontinue to be a thorn in the side of the stajuo despite constant
oppression from state and corporations.
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12. Closed Culture vs. Open Culture

What we have written in this booklet is very muoh dn activist culture quite closed in nature. @dy@ups prefer to go for a
completely open approach, not hiding what it isyttle. We are not opposed to this, and on somedeta an advantageous
route to go down.

Where the open culture works best is on the legdl large-scale approaches. On smaller scales andof@rt actions
problems will arise. It is a particular risk, wheweryone attending an overt action does not hages#ime agenda, and
someone may do something (eg a brick through aawhdvhich leaves others in trouble they were netppred for or had
not signed up to. Of course, by having a large imggett is much easier to get everyone singing fribim same sheet, so to
speak, but this is not guaranteed.

Larger meetings make it harder for infiltratorsbe picked out as well and on the organisationaitfeme a nightmare to keep
quiet — this means that they tend not to stay séare/ery long. The basic rules should be thatabiles will be switched off
and that journalists are asked to leave.

It is important to be inclusive, but at some painwill become a risk; having as many people assjis at an action is not
helpful when this approach means that the actiefféctively scuppered by your opponents.

The more successful you are as a campaign or stagirdup, the more this will be come a problem. Y&Harger meetings are
fine for overall strategy, tactics for individuattens are best left to smaller groups working awaietly and outside of any
public glare.

13 Writing letters

Even writing letters can get you in trouble theaggif you are not careful, especially when comesuind the like can afford
their own DIY DNA-testing kits and the like. Theese quite a number of things you can do, all legdlich will help
maintain your privacy. Below is an account of home @erson writes letters to ensure complete andgyibt everything
they do is necessary - play it to your own needbssituiation.

13.1 Writing letters at home

Preparation is everything. It comes in two stagesguiring the materials, and preparing the writiogm.

| tend to purchase my material out of town fromlvkelown shops, buying the most popular brandsairigular generic shop
brands. Nothing fancy. Make sure everything islasfic wrappers so you don'’t touch them. When yeutgpme, keep them
separate and burn the receipt.

At home, | set one room aside for the purpose aveliga thorough clean to remove as much stray, aindruff, skin cells,
etc. The table is washed down and disinfected (chedka or white spirits will do); the floors hoeerand the walls dusted.
Any animals are kept out.

| then have a shower, and put on freshly washettheto Wear long sleeves, and give you hair a gooshb tying it back if
necessary.

When writing, | put on a new pair of washing up\ge before | do anything else, such as openingéms and paper. All
wrappers are kept in the shopping bag for dispokdter. Paper is very good at catching fingergtiiso you want to keep
your skin away from the paper.

When writing, don’t lean over the paper, breathimgit. Form the letters carefully taking your tiroeer them if necessary.
The faster you write the more likely it will lookké your natural handwriting. Watch out for exangpie your letters that act
as tell tale markers, like how you form your G's.

Don'’t be afraid to start over again. If you sneezeough, scrap the letter and wipe the table dagain, as it will spray the
area with your DNA. Don't forget to burn the disded letter later.

Likewise when addressing the envelopes. For sedftiam, many envelopes nowadays are self-seal.tJfthen use a wet
tissue to glue the envelope shut. Put the enveliopes clean plastic bag for posting, as sooncashave finished them (so if
you sneeze or do something like that, then theenat have to be scrapped). As with envelopes,setkadhesive stamps,
buying a new lot in book form.

Post out of town, trying to use a different postleach time, preferably ones not in town centresravlieere are CCTV
cameras. Countryside ones are good. To avoid gdfitigerprints on the envelopes as you post thesm,the plastic bag to
dump them in the post box (doesn't look as obvésugloves in warm weather).

13.2 Computers, printers & photocopiers

13.2.1 Computers
On the computer, use simple text editors such aeP&m on Windows, SimpleText on Macs or emacs/vLionix. Big
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programmes such as Microsoft Word, Lotus Notespéitn store backups of your text, and have a wadéissues that you
would probably want to avoid, as if your computhodd be stolen, others may find it easier to ledae letters you have
created. In fact, we would recommend that you aMicto$oft Word altogether.

Where possible, do not save the file; some systeithallow you to print off a file without saving first. With the simple text
editors this means that you can avoid leaving sacethe computer, as the text will only be helthemworking memory.

If you do save the file, never simply delete itthis does not actually remove it from your computestead use a dedicated
wipe programme such as PGP Wipe or Clean Disk 8gdarremove it fully from the hard drive. Bettstill, if saving it, do
so to a floppy disk that can be burnt if necesdsligke sure that the number of wipes is set toet|8 or 9.

Finally, if writing something of a particularly sgitive nature then use the free space wipe optiotise above software to be
on the safe side. It is good practice to run figgce wipes regularly to make sure that there isingtawkward left behind on
your computer disk. Though be aware it will shortiem life of your computer’s hard drive.

Alternatively, if the environment is safe enoudhert use a university or library computer, so thiereo connection to your
own computer.

13.2.2 Printing

Printer and especially typewriters have their omgédrprints. This means if they suspect you wrolett@r and they get hold
of your printer/typewriter forensics can match tve up.

There are several ways around this. One is to ys@nter shared by a large number of people. Thesenuch harder to trace
and then far harder to connect you with them. Yaw type the letter up at home, and bring it in dloapy disk.

Some problems with this are people looking ovemrshoulder so check out your situation. It is gbmtiave several windows
open on your screen, so you can quickly bring aerdit the front, hiding what you have been typing.

Secondly, when you are printing out you do not wantouch the actual letter or have others se&adtavoid the obvious
wearing of gloves, if the printer is relatively tpjiwhat you should do is do a print run of a ceugl things at the same time
with your letter in the middle of it. This mean&th are pages above and below it that you can @&dtchetween with, so you
can avoid actually touching the letter itself.

Alternatively, if the printer is busy, put in a gagr two of garbage text at the beginning and dnguor letter to achieve the
same effect.

13.2.3 Photocopiers

Finally, once you have your letter printed off, @y good technique to adopt is to photocopy itsThill help avoid telltale
printer marks by obscuring them with the photocopiewn fingerprints. To enhance this, put the pagethe printer at a
slight angle, alter the contrast a little and magbethe photocopied version through again to iaseethe blurring effect even
further. Remember to burn the originals when yoe famished with them (do not simply put them in thearest bin). If
possible, go to a neighbouring town to do the prgnaind photocopying.

14 Using Mobile Phones

Activists have conflicting opinions on the risksasiated with mobile phones, ranging from consiagthe security risk from
them to be negligible, to keeping them at armstleiag much as possible. The lack of solid infororaibout mobile phones
has bred a variety of myths, easily dismissed bgetwith less to be concerned about. We, howeseoymmend erring on the
cautious side as can be seen from the informatiohd rest of this section.

In November 2006 one of our collective attendedratustry workshop on mobile phone security withcglerelevance to

activists. Among the key speakers was a mobile plsacurity expert who works with a wide range apooations, including

the police. His advice was that for all our worrégesl fears we have about mobile phones - it's witrae we thought. When it
comes to activism and mobile phones, leave yourhoate. We consider that good advice. Like everghihere are

exceptions, but with mobile phones good practide tseat them with the utmost suspicion from tteets

14.1 Inside a mobile phone.

A mobile phone is a complicated beast, and isgg#tiver more so as technologies converge. Fronmrdwhee perspective,
there is the

a) the battery

b) the SIM card

c¢) the phone itself

The batteryis the main power supply for the phone. Peoplerofecommend removing it so the phone will not wathis is
not necessarily the case. Some models carry seggrdfianline batteries to keep some functions goidgw effective these
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are at maintaining the phone as a listening / tracBevice is a matter for debate, but again thécadrom those in the know
is that taking out a battery is not good enoughoHilng at the increasing miniaturization of buggéneral it would seem to us
that even a small secondary battery could alloverstto use the mobile phone as a listening device.

The SIM cards a small chip which carries various detailspanticular the phone number itself. It is a relelyvsimple bit of
circuitry easily removed from the back of most pgan

The phones a complex bit of electronic gadgetry that perfe many functions, but includes microphones aaténing
devices in their most basic forms. More modern jgisonill have camera features and amount to smaipaters in their own
right. Each phone carries its own serial numbeledathe IMEI number. This can be changed, but & WK that has been
made illegal in an effort to deter phone thieves.

The other aspect to a phone is the software. Shebeginning of phones, various manufacturersretaorks have included
software in addition to the advertised featuresphone is a small computer, and the more they dpvidle greater their
sophistication has grown, so that more and mortifesa can be added. Each model is different, ahddywcan say what is
exactly on a phone, as the manufacturer (eg Sam&dotrola), the Network (eg 02, T-mobile, Vodapkdmnd the final
vendors all apply their own software, and that vabb vary from model to model, and from country ¢ountry. Basically,
there is a lot going on in a phone that we mighthave a clue about.

Some are, however, understood somewhat better s@otefeature of various Nokia phones is that theyeasily adapted to
be turned on remotely without alerting anyone. Ehemdels are still being sold in various shops igieng in surveillance
equipment, and have the advantage of been very ocomifihey are generally sold along the lines of petgaving meetings
to go to the toilet, leaving their phone behindhia room. They ring the phone remotely, it turnsaod the phone owner can
hear what is being said in the room. It is noteagteap from there to getting someone else’s phadegurning it on remotely
to hear what is being said nearby.

As phone software develops it becomes increasiogn to being hacked in much the same way as cemgpuBoftware
technologies exist which can scan phones in a raothidentify their various makes/models. With thi®rmation, carefully
tailored signals can be sent to particular phopesmpting the owner to apply security patches, tggjaetc, but which
actually install malicious software [“malware”] tead, thus putting the phone under the control third party. A simple bit
of malware is one that monitors the phone’s addoesd, providing the interloper with its detailsdathen notify when it has
been updated. For ordinary mobile phones with basictions, this is not a significant problem; fiorore sophisticated
phones that permit access to emails and interieaimuch greater risk.

Different phones offer other features which caruded against the campaigner — a good example iss§f&mns which allow
accurate positioning of phones and thus their (sersers.

The software poses other simple hacks for unsusigeasers, which again depend on networks and raotitel recent case a
UK reporter was able to access the messaging ssendt the mobiles of various prominent people bseahey had not
changed the default passwords on their phones.

14.2 Making a phone call

The mobile phone network is actually a series anghmasts and various exchanges dotted aroundthrg. Each phone
mast is at the heart of a ‘cell’, a space thatives. For a phone to receive a message or cegeils to let a mast know that it
is in its cell. It will send out a broadcast sigaald select the strongest reply as the nearesttmastmmunicate with. This
location is logged so when there is a message amepball for that number, the network can routdirigctly to you. A mobile
phone on your car’'s dashboard may cause your sgdiakers to emit a hissing sound as it senditaibn to nearby masts
as it changes from one cell to another.

Locating a phone in a particular cell gives thenmwek a rough geographical location of the phoneisifon. If there are

several masts in an area and they all pick up makifjom a mobile phone, then triangulation techei can be used to
pinpoint the location of the mobile phone more aately. The higher the density of masts the easlgcomes, so in a city
this technique is far more accurate than in thentrgaide.

A good place to make locating the phone more difficis on a motorway were the cells tend to béoirg lines which makes
triangulation difficult. Another place which confssthe system is to be directly underneath a phwast which also confuses
the process by removing helpful data from othertmas

This exchange of communication is going on alltihee and is what turns a mobile phone into a traglkdevice. In the UK
all these exchanges are being logged by the vametsorks at the request of the government andaby | In the US,
“enhanced 911" features are required by law tovakonergency services to trace the location of ailghone, though of
course this is open to abuse by others.

This feature is being turned into a commercial @pgibn. There are firms which actively track mebghones of employees
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on behalf of their bosses to ensure the employeewlaere they say they are. It is also marketquhtents as location devices
for their children. In theory this is done with tleensent of the phone holder/owner as they haveetw back a text
acknowledging the service. However, this is simg@ugh to circumvent if they are not in possessiothe phone for the
length of time required for consent. See the follmwvebsite for an account of a reporter succeysélding this to a friend:
http://news.bbc.co.uk/1/hi/programmes/click_onl#¥f7142.stm. Examples of companies offering thigviee are
www.world-tracker.com, www.verilocation.com and wwracemobile.com

However, location is not the only information beilogged by the networks; with each phone call tivdlybe recording the
SIM and IMEI numbers associated with the phone ptihene’s make & model, the location triad, time duodation of the call,
the phone number called, and the contents of aftyriessages. If there are any other features ethadleh as address book
back-ups, then they are also recorded.

UK legislation, in particular the 2001 Anti-Terrsm, Crime and Security Act, demands that netwodeplogs of various
bits of this information. Time, duration and nunberalled are kept anyway for billing purposes (Bdefis all such
information for 6 years); texts are kept for 6 nimnfand in the UK are admissible in court wheredsad phone calls are not)
and URLs for 4 days. The particulars of other infation to be stored are currently under negotiatigth the various
companies involved. Of course all such stored mfgdron is open to the police and other securityises to access. The EU
is also looking at bringing in similar legislatiotihough there are data retention issues. In the,Wi$&e is no data retention
issue and corporations can keep information fdoag as they like, and often do.

As with landlines, the technology to listen in toolie phones is readily available to the state, goslernments are
increasingly tapping activists in countries as weather than their own. In the UK and elsewhere tieéworks have
implemented various protocols in their systems Huively facilitate government agencies to listeron phonecalls. The
basic advice is to treat mobile phones with all #ieumspection you would landlines. You wouldndysanything
incriminating over your home or office phone, sadatart doing it with mobiles either.

There is another threat with mobile phones, alkeiér. It is possible to step in between a phoreg amast by using an
appropriately set up computer as a relaying statidrich emulates being a mast. If it is close efotgthe target mobile
phone, the phone will route its communications wfith network through it without realizing anythiisgamiss. The person in
control of the router then has access to everythiegn sent, including the conversation and numbEtis means that
agencies other than the state can also tap mdhilegs if so desire.

14.3 Network analysis

There is a third class of risk associated with neophones and that is analysis of patterns assatigith their use. This can
be done to a limited extent with land lines, sustw&aiom do you phone the most and when, but withilmgthones there is a
greater scope due to the changing geographicairfdct particular, this allows a phone to be assted with a household or
individual, even if that phone has been regista®gpay-as-you-go. Other information such analydlispnovide includes the
particular network of contacts associated with fifaine and thus it's owner.

Once a phone is used it hooks into the networkif §ou use your new mobile to call the land lineroobile of a known

activist, your phone is marked for attention. Therenit is used in such a fashion the more that phiercompromised and
linked into the network. Thus once the phone iglusehis fashion then it should be considered camised, even if you've
taken care not to have your name associated with it

Where and when phones are turned off is also tellineveryone goes to a meeting place then tufihtheir phone that is a
clear signal that something is up in that areaewike, if one person is being tracked to a megqtiage, those monitoring
them can see if other phones in that cell are beitooff at the same time, thus giving them insigtd the potential network
of individuals associated with their target. Simlifaat a meeting, knowing the phones there candeeidentify the individuals
present. It does not even have to be a meetinganibe the fact that you've visited someone’s @@msmaking a connection
between the two of you.

From another angle, if a selection of known phamegears in the same cell or nearby cells and tleétugned off it is an
indication that something is taking place.

The best solution if you don’'t want to be assocdiatgth a meeting is to leave your phones at hométg¢ked on), or turn
them off some time before you get to the designated.

14.4 Mobile phones and activism

The above sounds somewhat frightening, and it ianiné be. In our view, mobiles phones pose a denable risk and
facilitate state monitoring of us. They are alswugsance to watch out for. It is easy for someanglip into a public meeting
and use their mobile as a recording device ordking photographs. This is on top of the sheeramgs value of people’s
phones ringing during meetings and people act@alswering them. If someone took out a microphomkevéaeo camera, we
would not hesitate to challenge them: there iseason to treat mobile phones any differently wheay tsupply the same
functions. People come up with all sorts of excusesto be separated from their mobiles, such ayidg the threat, or
saying they're expecting important calls, but weswgvived well enough without them, so we can daagain for several
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hours.

As with all security, one has to analyze the risglut when the executives of large corporationsvaaey of them for security
reasons then we should treat them with the santéoau

To help defeat the various risks associated witltvokk analysis change your phone number and phona eegular basis.
Purchase pay-as-you-go phones in a secure mamgebétow), and avoid registering them in your na@@vernments are in
the process of trying to phase out pay-as-you-gmes so all mobile phones will be registered taviddals. If your country
requires a phone to be registered, consider usidgeases of friends/squats and false names; swaeptwith friends on a
regular basis as well.

If you are arrested with a phone you can be survofthings — the police will forever associatetthamber with you and

they will go through the information on it, inclundj text messages, recent made/received calls,ddrdss book. Calls made
during the time of the action will clearly placehet phones in the picture and if the police canrares to those holding
those other phones then it puts them in the filimg as well. Thus if an action is going wrong, gdtof your phones as soon
as possible, preferably securely. What you shoatdip is ring a land line to say that you are ouble. Better to wipe free of
fingerprints and dump it first.

14.4.1 Meetings
Depending on your required security we recommeaddhowing list of action to be taken, graded@nnhs of increasing risk
a) Turn off all phones.
b) Place in a box in another room.
c) Remove batteries.
d) Turn off before well before getting to the meetpigce.
e) Leave at home altogether.
f) Give to someone else to take elsewhere.

14.4.2 Covert Action
For all our negative opinion on phones, we do acttegt they play a valuable role in activism innterof keeping disparate
groups in contact or for use on actions.

The trick is to create a network of phones thatrentelinked into any other networks. This is knoas“closed network” and
has been used very effectively by different groofactivists. If the risk associated with being ghuis great then it is worth
investing in a set of phones to create a closedar&tsolely for that action and following the guiides set out below.

a) Follow the guidelines for purchasing mobiles selyure

b) Ensure that none of the phones in the network see to ring any of your friends or contacts, oreed any phone
outside of the network. Once this happens the métaloould be considered compromised and the phtispssed of
(sold on/trashed).

c) Keep the battery out when the phone is not reqdoedse.

d) Keep the SIM card out when the phone is storedemably in a separate place from the rest of thenphimportant
in case there is a raid.

e) Never turn the phone on in your house, office gutar meeting places as it will immediately be agsted with that
place, especially if it is the first location tuchen in. If you suspect your car is under survaeikathen avoid using
the phone in or near it.

f)  Avoid patterns of phone use — for example alwaysguhe same area and/or time to make the phote cal

g) When making phone calls avoid areas where the@€iEV; consider a bike ride into the countryside, et finding
an enclosed bus-shelter.

h) Avoid spending longer than 30 minutes in one arkanusing the phone. Make use of the fact thaphiume allows
you to be mobile.

i) Don't hesitate to get rid of a mobile if it is diag to come too hot. If a phone has been a ceptit of contact
during a campaign or a period of action, get rid af the end.

j) Consider using your personal phones as a poteitial— get friends to use them at your home, stcgreating the
illusion that you were using them at the time.

There are many reasons why you might want to mak&yanous phone calls to people, both allies angetar Follow the
above guidelines to keep yourself safe from beiaged back. If you are targeting someone, donjtaed to any calls they
make back to you, as tempting as it is to hear tie@iction.

A common tactic, which is also relatively cheaptadsring a number, allow the bell to ring once aimy off, repeating

endlessly. Using repeat dial this can be done dorestime, effectively blocking the other personfepe line without having
to pay for the costs of the call. However, thisnioof phone blockading may actually be illegal asatld be considered to
amount to harassment.

As IMEI numbers are now associated with phone cilis no longer sufficient to remove the SIM caodhide your trace. It
is important now to get rid of the phone itselfradl. When getting ride of a phone that poses ar#gaisk to be caught with,
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it is recommended the SIM card is removed and mgtied phone itself is thoroughly destroyed. Phaitle less of a risk can
be sold on the second hand market, though it iegzkle to separate out the SIM card and sellpasstely.

14.5 Purchasing mobiles anonymously
To ensure anonymity take the following precautiaien buying a mobile phone:

a) Make your purchase in a shop away from where ya li

b) Try if possible to avoid town centres where theraigreater likelihood that you will be on CCTV. hasmall or
second hand shops do not have cameras and thosiothaee unlikely to retain tapes for longer thaweek if at all.
High street shops & supermarkets will keep CCTVtége for much longer. Follow the general guidelifes
purchasing equipment (see previous section).

c) Do not give real details if asked. Many shops do fas personal information, but do not require grob ID. In
countries such as the UK this is not actually rezflias yet, and is done under the guise of maxketirfor anti-theft
purposes, but you are entitled to refuse. Howeiveorder to draw less attention it is probably éetb give false
information.

d) Go for simple phones without all the extra features being made available.

e) Pay with cash.

f) Do not register the phone if you do not have toelse give fake/alternative details, preferably shene ones you
have given the retailer.

g) Burn all packaging. Most packaging carries varibas codes that permit a particular phone to becies®a with it
and thus where it has been sold, etc.

Topping up credit

When setting up the mobile, use pay-as-you-go optighere possible; this is a more expensive solubat is much better
for anonymity. As with any purchase, this can beduw® link you to the purchase and thus to the phen follow the same
guidelines for other equipment — avoid CCTV, weandescript clothes, baseball caps, etc and pickeanshops. Use cash to
purchase top-up vouchers rather than credit cafd&M machines to top-up swipe cards. Burn or othsevsecurely dispose
of any top-up vouchers, etc.

15. Conclusion

Remember, security is about empowering yoursetike action in today’s repressive society. If yoa aot taking action,
then your opponents have won. There is no sucly tisna foolproof system, and there will be an eldroérisk to everything
you do, but do not be put off by this.

At the end of the day we are all motivated by airde® change the world for the better and thatamething that takes
courage to do in the first place. You have alreatyde the important steps, so please take away fhisnarticle the
knowledge to keep making those steps towards yoalr e empowered, keep fighting and stay free.

If you don’t understand some points or need furttedp, always ask. It is better to be safe tharysor

The authors have kept themselves active and freenémy years now, so there is no reason why yonatado the same,
without making their mistakes.
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16. Final Note, Disclaimer and Contact Details

We have written this article based on personal ggpee, discussing techniques which have kept tigeaand out of trouble
with the law. It is not perfect, and no doubt thare parts you disagree with, we have got wrongjraply missed out. If you
have any constructive criticism or suggestionsechhiques to add in, please do not hesitate tingeuch. If we agree, we
will include them in the next version.

Nothing in this article should be taken as encoemaent to commit illegal acts within the jurisdictigou live in. Some of the
things discussed may be illegal in one jurisdictibat not in others. Everything presented in thigclke is for informational
purposes, and the authors and publishers arersd fmnote that people should not break the lawnatier how much an ass
it is or it protects the interests of corporatiangr the interests of the planet and its inhalstawte accept no liability for the
accuracy of the material in this booklet or if yget it wrong. Sorry.

Contact us at info@activistsecurity.org. The charme that we are too busy being out on actiomegly to every email, but
corrections and suggestions are always welcome.

Written October, 2004. Last update: May 2007. Apyright, 2004 - 2007. Not to be included in argmenercial
publication, electronic or otherwise, without thepeess permission of the authors.
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